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About This Book

[] Note

The Brio Intelligence Server Guide provides architecture concepts and
administration instructions for Brio Intelligence Server—Brio Broadcast
Server and Brio OnDemand Server. It includes:

Descriptions of the components that make up the Brio Intelligence Server

Configuration and administrative procedures for the Broadcast Server and
the OnDemand Server

Types of connection (OCE) files and how to create them

Information on customizing the OnDemand Server Web site including
Zero Administration

Reference information on the database tables

Troubleshooting information listed by error code messages

This guide provides deployment information for Brio.Insight and
Brio.Quickview (through Zero Administration). These Web client applications
are not discussed from the end-user perspective.

For a list of supported hardware refer to the readme file on the CD.

Most screen shots presented in this book were taken on a Windows NT system. Actual screens
may appear different according to your system.




Audience

Help

This guide is intended for database and IT administrators. It assumes
familiarity with database applications and Brio products.

If you need help with Brio products or their documentation and you have a
current Brio Technical Support agreement, call Brio Technical Support at
800.337.6324 (within North America). You may also send an email message to
support@brio.com. Please be prepared to provide your valid customer number
and company name. You will also need to know the version of Brio
Intelligence Server you are using, your operating system, and all data source
names and versions. If you wish to execute a Brio Technical Support
agreement, call toll free at 877.289.2746.
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Brio Intelligence Server:
Providing Easy Access to Reports

Most companies that pursue business intelligence already have a variety of
hardware and software in place that supports Brio’s distributed Web
architecture. At a minimum, you usually have at least one database server and
users generally have Web browsers installed on their computers. You may also
have a Web server that supports corporate users within an intranet or extranet.

To allow corporate users easy access to reports and information stored in the
database, Brio adds the Brio Intelligence Server, which provides database
connectivity without the installation of database client software. The Brio
Intelligence Server works on behalf of the Brio Web clients to deliver
authorized reports and data refreshes whenever a client requests new
information. Brio distributes processing among client computers and servers,
as shown in Figure 1-1. Brio Intelligence software also runs on a wide variety of
platforms, allowing you to take advantage of UNIX and Macintosh computers
as well as your Microsoft Windows computers.

Though you can install all Brio Intelligence Server components on a single
server for testing or demonstration purposes, the components should be
distributed between client computers and two or more servers for optimal
scalability and reliability.

This chapter contains the following sections:
= Brio Intelligence Server Components
= Security

= How OnDemand Server Components Work Together
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Brio Intelligence Server Components

Brio Intelligence Server works on behalf of the user to deliver authorized
reports and data refreshes whenever the user requests new information. Its two
main components are Broadcast Server and OnDemand Server.

Figure 1-1 shows Web browsers on client machines, a Web server, OnDemand
Server components on multiple servers, and a database server. Using Brio’s
drag and drop interface, a client requests a list of documents and views the list
from a Web browser. Brio Intelligence Server components manage the
scheduling of the request (for printing, email notification, and so on), the
routing of the request to the database and the return of the document list to
the client’s Web browser.

Web Browsers Web Server

OnDemand Server
Nodes Database

W

Clients oDs

Web Broker

Broadcast
Server

Figure 1-1 Brio Intelligence Server Components

Broadcast Server

Broadcast Server automates scheduled query processing and report
notification, and distributes the results through email, the Web, FTP, and
internet file servers, or printers. Users schedule the processing of reports based
on date, time, or event—such as a database update. Reports—with or without
saved result sets—are published to specified users or groups of users who can
then perform additional analysis without ever connecting to the database.

1-2
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Broadcast Server Components
Broadcast Server consists of the following components (see Figure 1-2):

» Database Repository — Stores documents and scheduling information
(alternative storage is a file system on local computer).

= BC Listener — Java-based application that manages client requests to the
BCServer machine’s file system-based job storage.

= BCServer — Scheduling agent that polls and updates a queue of scheduled
jobs, routes them to Brio daemon (process), and distributes results through
network resources. Broadcast Server can simultaneously poll job queues
stored in multiple job repositories.

= Brio Daemon — Component that connects to databases and processes
queries at the request of BCServer. Also referred to in this guide as BQ
daemon or BQ process.

Scheduled Queries

Broadcast Server runs scheduled queries automatically, at appointed times and
at intervals, keeping published reports up to date. Frequently-run queries off-
loaded to Broadcast Server reduce transactions with the database and conserve
network bandwidth during peak periods.

Broadcast Server can run scheduled documents in multiple cycles. Each run
will retrieve data sets based on specified requirements and constrained by
access privileges.

Documents that require wide distribution can be scheduled once and deliver
the correct information to diverse audiences from different regions or
divisions.

Brio Intelligence Server Components ~ 1-3



Client Web Server Broadcast Server

Repository
\‘ \ Broadcast Server '
/E I
Web Browser N
- Quickview \
* Insight |
* Freeview
print email
7 Y
ftp Brio Intelligence
file

Figure 1-2 Brio Broadcast Server

OnDemand Server

The OnDemand Server is a Web-based application server that allows a user to
view and select from a list of available documents. These documents can be
either regular reports or they can contain components that allow users to build
their own queries and reports.

Access to a document depends on the privilege level of the group to which a
user belongs and the groups assigned to that document. When a document is
registered, the administrator can assign different privilege levels that then
supersedes default group permission. (See “Security” on page 1-17 for more
information.)

OnDemand Server Components

The OnDemand Server is composed of modules that perform authentication,
document retrieval, and document processing requests. Core components of
the OnDemand Server are written in Java. Each Java component requires its
own instance of a Java Runtime Environment (JRE), which is installed
automatically with the OnDemand Server for Windows NT and UNIX.

14
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The OnDemand Server has the following modules:

= Web Broker — Resides in the system’s Web server — one Web server per
cluster. A cluster consists of one ODS manager and one or more ODS

nodes.

= ODS Manager — Generally resides on a separate server — one ODS manager
per cluster.

= ODS Node (s) — Generally resides on a separate server — a cluster can have
multiple nodes

= ODS Repository (ies) — Resides on the database server. (See Appendix B,
“Database Table Reference,” for more information on the ODS

Repository.)
Client Web Server
; 0DS Web Broker

Node

0DS Node

Documents & OCEs

OnDemand
Server

HTML Pages
with ODS Tags

Database

0DS Repository

Brio Intelligence

Documents & OCEs

Insight HTML Pages
without ODS Tags
Quickview Zero Administration
Installer
Freeview |

Figure 1-3 OnDemand Server Components

0DS Manager

Documents & OCEs

Brio Intelligence

Brio Intelligence

OnDemand Server
Manager
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Web Broker

The Web Broker is a small communications module that transfers requests
and information between the Web server and the OnDemand Server. The Web
Broker is available in three types:

= Internet Server API (ISAPI) — Uses the Microsoft 11S Web server's native,
proprietary application programming interface (API).

= Netscape Server API (NSAPI) — Uses the Netscape Web server’s native,
proprietary application programming interface (API).

= Common Gateway Interface (CGI) — A generic Web server interface that
can run on 11S, Netscape Enterprise or iPlanet, and Apache.

The native Web Brokers perform better (faster). They are re-entrant, meaning
that only one instance of the application needs to be loaded into memory
regardless of the number of users or connections. With CGlI, which is a generic
Web Broker, every new connection spawns another instance of the CGI
executable. If you are planning on having a large number of named users
(500+), Brio recommends that you use one of the native web brokers in order
to avoid a bottleneck at the Web server level.

ODS-related components in the Web server:

= HTML files without ODS tags — The images and instructional text that
users see when they log in reside as HTML and GIF files on the \Web server.
These files display the opening screen and user preferences. These files do
not need to be processed or modified in any way and are referred to in older
documentation as “static” files.

In Windows the HTML files without ODS tags are stored in C: \  Pr ogr am
Files\ Brio\ Brio Enterprise Server\ Server\ HITM.. In
UNIX these files are stored in $BRI CHOMVE/ SERVER/ HTM..

These HTML files also include the JavaScript code for the Zero
Administration clients. This code evaluates what operating system, \Web
browser, and Brio Web client (if any) exist on the user’s computer, and
assists the user by retrieving the most suitable Web client for the user.

1-6
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You can change the appearance and behavior of the OnDemand Server by
modifying these HTML files. For example, to change a Web server type, you
would “uncomment’ the new server type in Brio.html (shown in Figure 1-4.)

For the latest information on customizing the OnDemand Server HTML pages
see “Customizing the OnDemand Server” on page 4-2.

File Edit Search Help

<{scriptr =
/7 global wvariables =l
// unconment one of the followving, depending on what Web Broker module you have installed

// BriostartURL = "../ods-isapi/ods.ods™ // isapi
BrloStartURL = "..fods-nsaplfods.ods™ f/ nsapl

// BriostartURL = "../ods-cgifodscgi.exe” // ctgi on windows
// BrioStartURL = "../fods-cgifodscgi” // cgi on unix

Figure 1-4 Web Server Type

= Zero-Administration Installers — JavaScript file that compares the version
of the Brio Web client on the user’s machine with that on the Web server. If
the version on the Web server is newer, the JavaScript prompts the user to
download the newer version of the Brio Web client.

If using a Windows’ Web browser, the JAR and CAB files include the
installer, plus a digital certificate for extra security.

In UNIX the Zero-Administration Installers are stored in
$BRI CHOVE/ SERVER/ Wbd i ent s.

Brio Intelligence Server Components ~ 1-7



Exploring - WebClients
J File Edit “iew Go Favoites Tools Help |
& . > @ ¥ ) ‘ X .
Back Fanyard Up Cut Copy Paste Undo Delete  Properties Wiews
J Address ID C:Program Files\Brio%Brio Enterprise Server\Server\wiebClients j
Falders X | | Mame | Sizel Type -
,_:_|C:| Program Files ;I Q Brio.Freeview.cab 4, 798KE  CARB File
-] Adobe @ Brio. Freeview. \Win32.jar 3596KE  JAR File
(7] Adobe Type Manager @ Brio.Inzight. &/>4.1 jar T.074KE  JAR File
EID Erin J Q Erin.Inzsight.cab E.7E0KE  CAB File
£ Brio Enterprise Server @ Erin.Insight. HP-UXE.10.jar 15,267KB  JAR File
-3 Program ] Bric.Insight Intl.cab 160KE  CAB File
(0 Samples (2] Bria.Insight.Intl Win32.jar 5937KE  JAR File
@ Brio.Inzight. Sun055.4. jar 2.091KE  JAR File
@ Brio.Inzight. \Win32.jar 4 808KE  JAR File
@ Brio. Quickview a4 1 jar E.342KB  JAR File
Q Brin.Quickyview.cab 5.323KB  CAB File
@ Erin. Quickview. HP-UXE. 10.jar 14.536KB  JAR File
Q Brio. Quickview. Intl.cab 48548 CAB File
@ Brio. Quickview. [ntl win3z2.jar 4563KE  JARFile
@ Brrio. Quickview. Sun055.4.jar 7.361KB  JAR File
) Bric Mol s badin 7 iar AENGKE  1AR Fila hd
| g5 | o
|16 object(s) |100ME [Disk free space: 2.95GE) | =) My Computer 4

Figure 1-5 Zero Administration Web Client Installers

|:| Note In a BrioONE deployment, Brio.Portal provides the user interface instead of the HTML files.
Brio.Portal also invokes the Zero-Administration Installers.
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Table 1-1 Web Server Components

Web server
component

Technologies used

Purpose

Notes

Web Broker

HTML files
without ODS tags

Zero Administra-
tion Web client
installers

ISAPI, NSAPI, or CGI

HTML documents and GIF image
files. Also includes the JavaScript
code for Zero Administration.

JAR, CAB, BinHex, or Self-extract-
ing Windows archive files.

Communications module that
transfers client requests and
information between the Web
server and the OnDemand Server.

User interface elements for the
logon, document list, and work
area pages.

Self-installing Web clients.

If using NSAPI or ISAPI, the
Web broker is loaded by
the Web server at startup
as a DLL, where it runs
inside the Web server's
address space; if using CGl,
the Web broker is loaded
dynamically with each
request in its own memory
space.

These HTML and GIF files
populate frames defined by
the HTML files with ODS
tags that reside on the
OnDemand Server.

JAR and CAB files include
self-running installers and
digital certificates. Other
file types include installers
only.

Brio Intelligence Server Components
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OnDemand Server Manager

The ODS Manager is the module that controls work-flow. Each server that
hosts the ODS Manager or Node has an ODS Process Factory that spawns, or
launches, these components.

The ODS Manager responds to requests for the address of an available node
sent by the Web Broker. If multiple requests are being processed, the ODS
Manager performs queue management.

The Manager keeps track of the port number for the active Node (for example,
5501: increment the Manager port number by 1). Only one ODS Manager
runs in an ODS cluster. As client requests come in from the Web broker, the
Manager returns the port number of the active Node to the Web Broker.

J File Edit “iew Go Favoites Tooks  Help |
@.@.@%‘@‘X ?
Back Fanyard Up Cut Copy Paste Undo Delete  Properties
J Address ID C:\Program Files\Brio%Brio Enterprise Server\Program j
Falders * || Mame | Sizel Type
B0 Adobe ;I [ZJ Documents File Folder
(L1 Adobe Type Manager [l Open Catalog Extensions File Falder
=-{23 Brio EBQServer.exe 1.11EKE  Application
ElD Brio Enterprize Server E BOSvstr exe 2934KE  Application
Ela f briogry. exe 9.068KE  Application
D Daocuments gbrioqr}lSS.exe 3.944KB  Application
+( OpenCatalog | |2 115 4Conig.eve BSKE  Application
{10 Samples metaib.dl 113KE  Application Extension
&- m odspartal.cht 2KE  Help Contents File
@ odzportal hip 38KE  HelpFile
E odsprocfac. exe 108KB  Application
E odzsve.exe 104KB  Application
zadmin. cht 3KB  Help Contents File
] sadmin.GID Z2HEB  GID File
@ zadmin. hip TEKE Help File
23 Uninstall
(1 Brio.Insight
-2 BrioQuery -
< _ | _'l_I 2l | ol
15 object(s) [17.2MB [Disk free space: 2.35¢ | = My Computer 4

Figure 1-6 Core Applications Used By OnDemand Server
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Table 1-2

ODS-related components that reside with the ODS Manager:

ODS Process Factory — A continuously running process that spawns other
processes for the OnDemand Server.

Documents — The documents are report-related files, such as shared
queries, reports, and analyses, created by Brio Intelligence tools.

Documents are stored in a directory accessible to the ODS Manager and
Node(s). If the directory is on the server that hosts the Manager, a copy is
maintained (mirrored) in each server that hosts a Node.

Open Catalog Extension files (OCE files) — Binary files that define which
database connectivity API and other login information the BQ daemon
uses to connect to specific data sources.

OCEs are stored in a directory that is copied and maintained (mirrored) on
each server that has an ODS node.

OnDemand Server NT Service or UNIX shell script — When the Manager
and Node reside on the same computer, ODS. st ar t starts the Manager
and a ODS Process factory. The Manager JRE, when it starts, requests the
Process factory to start a Node. If the Node is configured to pre-spawn BQ
processes it asks the Process factory for them. When a Node is not on the
same computer as the Wianager, ods. st art starts a Process factory and

the node JRE.

OnDemand Server Manager Components

Component

Technologies used

Purpose

Notes

ODS Manager

ODS Process
Factory

Brio Documents

100% Java module
that runs within its
own Java Runtime

Environment (JRE).

Brio-specific com-
piled C++ code.

Documents (. bqy)

created by Brio Intelli-

gence
client/server tools.

The ODS manager responds
to the Web Broker’s request
for an ODS node port
number.

Spawns other processes for
the OnDemand Server.

Shared queries, reports,
and analyses.

The Manager runs on port 5500 (or whichever
port was selected by the administrator during
installation).

Brio documents are stored in the Documents
directory on the server hosting the ODS
Manager using the server’s file system and
mirrored in the server(s) hosting the Node(s).
The Broadcast Server can be used to run
reports on a scheduled basis, and save them in
the Documents folder for shared use.
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Table 1-2 OnDemand Server Manager Components (Continued)

Component Technologies used Purpose Notes

Open Catalog Proprietary Brio format  Define which database con-  The BES Administrator or client/server Brio
Extensions (OCE) nectivity APl and other login  Intelligence user creates OCEs.

ODS Windows NT ~ Windows NT Service or

information the BQ daemon
uses to connect to specific
data sources.

Starts ODS core

At least two JREs and the Process Factory run

service or UNIX UNIX shell script. components. simultaneously when ODS is active. One or
shell script more BQ daemons can run, as well.
OnDemand Server Node
An ODS Node works as the middleman between the Web broker and BQ
daemons. A Node is a Java server application that, like the Manager, runs in its
own JRE. On each server that hosts an ODS Node, there resides an ODS
Process Factory that launches the ODS Node.
The ODS Node instructs the BQ daemon to authenticate the user, obtain the
document list from the ODS repository, and send it back to the Web Broker
for display on the user’s browser.
B windows NT Task Manager M= 3
File Options  Yiew Help
Applications  Processes | Performancel
Image Mame |___ P cPu crU Time [ MemUsage |«
AMGRSAVC.EXE g8 0o 0:00:00 ok
bgzerver exe 196 00 0:00.01 B368 K
CErEs.eNe 2400 01855 08 K
Explorer. exe 45 M 22115 2552 K
iexplore. exe 22300 0:00:09 1avzk
inetinfo. 143 00 00018 TFO4 K
Manager 1200 226 00 00004 492K
fre.exe 250 00 0:00.04 BR00 K
Node —/ jre.exe 2/ o 0:00:01 4164 K,
llzzrve. exe 94 00 0:00: 38 220K
loadwe. exe 193 00 0:00:00 164K —
lsass.ene 44 00 0:00:24 1324 K
MCSHIELD.EXE 46 00 02349 1EEE K
Qery Broker Wlkee T omoopmm o
Process Factoru \ | ntvelm.exe 188 00 00013 120K
WOWERED. BXE uli] 0:00:00
odsprocfac. exe 96 00 0:00.00 1980 K
OnDemand startup ——— odssvc.exe 251 00 00000 40K -]
service (NT) only) T T T =
End Process |
|Processes: 32 [CPU Usage: 3% |Mem Usage: 103832K / 2865928K
Figure 1-7 Processes Running When ODS Is Running
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ODS-related components that reside with the ODS node:

ODS Process Factory — A continuously running process that spawns other
processes for the OnDemand Server.

BQ Daemon — Services all ODS transactions with a database. Each user
login to the OnDemand Server triggers a database transaction that
authenticates the user. The node instructs the BQ daemon to get the
document list. User requests to process a document for new information
are also passed to a BQ daemon.

The OnDemand Server allows the administrator to specify the maximum
number of BQ daemons that can run at one time. Any requests in excess of
this maximum are queued until another currently running process is
completed.

HTML files with ODS Tags — These HTML files contain special
OnDemand Server tags. The OnDemand Server reads the files, interprets
the special tags, and replaces them with user-specific information. For
example, the server dynamically replaces the special ODS

<ODSDCCLi st Tag> tag with the list of files a particular user is allowed to
access. The OnDemand Server performs this replacement as it returns the
HTML page to the user’s browser. These files were referred to in older
documentation as “dynamic” files.
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Table 1-3 OnDemand Server Node Components
Component Technologies used Purpose Notes
ODS Node 100% Java module that runs  The ODS node(s) handles all

within its own JRE.

ODS Process
Factory code.

BQ daemon
(process) code.

HTML files with

ODS Tags and JavaScript

Brio-specific compiled C++

Brio-specific compiled C++

HTML with custom ODS tags

user requests, forwarding them

as appropriate to the database.

Spawns other processes for the
OnDemand Server.

Queries a variety of data
sources on behalf of Web cli-
ents. It is also used to retrieve
authentication and user privi-
leges from the ODS Reposi-
tory, which is stored in a
relational database.

These HTML files include
custom ODS tags that are
dynamically processed by the

Node to initiate users’ authenti-

cation and to populate the list
of Reports. These HTML files
also include frames that define
the display structure for the
HTML files without ODS tags
that reside on the Web server.

Each server that hosts an ODS com-
ponent (Manager, Node) has an
installed ODS Process Factory.

Connects to a variety of relational
(RDBMS) or multidimensional (MDD)
databases.

The BES Administrator can specify
that several (or zero) BQ daemons
pre-launch when the OnDemand
Server starts.

Includes logon.html, postlogon.html,
and reportlist.ntml. These pages can
be customized by an administrator
with an understanding of HTML, Jav-
aScript, and the custom ODS tags.
For the latest information on custom-
izing the OnDemand Server HTML
pages see www. bri o. conl sup-
port _services/techni -
cal _support/technical
_notes. htm .

OnDemand Server Repository

The OnDemand Server Repository is created as a set of databases tables in a
relational database. It stores Brio reports and OnDemand Server configuration
information, such as user and group privileges, server location, and user
names. See Appendix B, “Database Table Reference” for more information on
the ODS Repository.
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[] Tip  The simplest configurations place the Web server, OnDemand Server, and
Broadcast Server on the same physical machine. A better solution, for
performance reasons, is to run the Web server on one machine, Broadcast
Server on another, and place the OnDemand Server manager on a third
machine and the OnDemand Server node(s) on separate machines.

As arule, the OnDemand Server modules should be installed on a different
physical machine from the database server that hosts the Repository. In
addition, for performance and security reasons, the Repository should not be
on the database server as the enterprise data.

OnDemand Server as a BrioONE Service

Brio Intelligence can be deployed as part of BrioONE —an integrated analytic
infrastructure for e-business that includes Brio.Portal. OnDemand Server
plays an important role in the integration, automatically publishing its
documents into Brio.Portal and delegating user authentication to Brio.Portal.

How the OnDemand Server Communicates

The ODS components communicate with each other through three different
communications protocols:

s HTTP or HTTPS - Between the Web browser and the Web server

= TCP/IP Sockets — Between OnDemand Server components. The Web
server uses built-in mechanisms to pass and receive information from the
CGI/ISAPI/NSAPI module, which in turn makes a TCP/IP socket
connection to the ODS manager. Communications between the manager,
the node, the process factory, and the BQ daemons all use TCP/IP sockets.

= Database connectivity API, such as SQL*Net, ODBC, or Open Client — For
communication between the BQ daemon and the repository tables on the
database. APIs are used to connect to databases, run queries, and to refresh
data.

Figure 1-8 and Table 1-4 summarize which protocols each computer uses to
communicate with other OnDemand Server components.
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Database
connectivity API

- ODS Node - ODS Repository

HTTP or HTTPs |\ TCP sockets '\

ODS Web Broker

TCP sockets

ODS Manager

Figure 1-8 Communications Protocols

Table 1-4 Communication Protocols
Protocol Description
HTTP or HTTPS Web browser to the Web broker or Web server for login, document lists,

and initial document retrieval.

HTTP Brio Web client (Insight or Quickview) to the Web broker for query pro-
cessing and data refresh. ODS includes proxy server support.

Note: Though the connection technically is with the Web server, all
communication from the Brio Web client and the Web server is directed
specifically to the Web broker, which runs as a CGlI, ISAPI, or NSAPI
module. Therefore the HTTP line in the diagram connects the Web client
to the Web broker to distinguish it from other Web server functions,
such as retrieving HTML files and images.

File system read/write  HTML file reads on the Web server, and Brio document reads and writes
by the BQ daemon on the OnDemand Server.

Brio proprietary API Web broker (installed on the Web server) to the Manager, Node, and
over TCP/IP sockets BQ daemons.

Database Connectivity API software, such as OLE DB, ODBC, SQL*NET, Open
connectivity Client, and so on, must be installed on both sides of the connection.
middleware API
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[] Note

Security

In a BrioONE deployment, the OnDemand Server manager communicates with Brio.Portal over
TCP/IP sockets using the ONE/Integrator APl when publishing a document. When retrieving or
processing a document the OnDemand Server node communicates using ONE/API.

Brio Intelligence Servers provide two levels of security, Adaptive Reporting
and Row Level Security.

Adaptive Reporting

Adaptive reporting is a security mechanism that allows the Brio Intelligence
Administrator to authorize groups of users to a specific level of access to
specific reports. The Brio Intelligence Server Administrator uses this security
mechanism to assign default privileges to a group. The privileges, described in
Table 1-5, are called adaptive reporting states.

Table 1-5 Adaptive Reporting States

States Description

1 - View View and print reports.

2 - View and process View and print reports and refresh results.

3 - Analyze View and print reports and perform offline analysis.

4 - Analyze and process  Perform offline analysis and refresh results.

5 - Query and analyze Perform offline analysis and refresh results plus query new data and
change existing queries.

6 - Data model and Modify existing data models, add new query sections and create
analyze data models based on the document’s pre-existing database con-
nections (.oce files).

An administrator can publish an empty document that has all of the
data connections available for specific user types. User can open

the document and create data models (by accessing the table cata-
log), queries, results, charts, pivots, and reports based on this data.
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The group’s default privileges can be overridden by privileges assighed with
the document. For example, the Marketing group might be granted data
modeling, analysis and query capabilities (6) for data pertaining to lead
generation, but may have view only (1) or no access at all to corporate
financial data. For a particular document containing financial data, the
document, when registered, might assign analyze (3) privilege.

When Insight or Quickview opens a document or report, it reads a token that
the OnDemand Server inserts into the document. This token instructs the Brio
Web client to dynamically adapt its user interface, access to toolbars, menus,
and other features, to one of the six adaptive states.

Quickview is a report viewer that can adapt between the first two modes, while
Insight is capable of full report building, interactive analysis, ad hoc querying,
and data modeling.

BES Administrator stores Adaptive Report privileges in the ODS Repository.
When a client application, Insight or Quickview, opens a document or report,
it reads a token that the OnDemand Server inserts into the document itself.
This token instructs Insight (or other Brio Web client applications) to
dynamically adapt its user interface, access to toolbars, menus, and other
features, to one of the six modes listed in Table 1-5.

Row Level Security

While adaptive reporting allows users different access levels to reports, row
level security. Row level security is implemented by means of tables within the
server’s repository. For more information see “Introduction to Row Level
Security”, which is available from Brio Systems Consultants.

Load Balancing and Failover

The OnDemand Server supports load balancing and failover across a cluster of
servers. Each OnDemand Server cluster is comprised of a manager and one or
more nodes. Transaction requests are all received by the manager, which
distributes the request to one of the nodes in the cluster. The distribution is
conducted round-robin fashion across all the active nodes in the cluster. If a
node fails while performing a transaction, the manager automatically re-
forwards the request to a different node in the cluster.
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The configuration of hardware in the cluster is scalable to allow virtually
unlimited expansion. The physical server where the manager is installed may
also serve as a node. Additional nodes must each reside on separate physical
servers, one node per server. Managers and nodes may be any combination of
server operating systems—mixing a Windows NT manager with NT and
UNIX nodes is fully supported.

When you install OnDemand Server on each node machine, you are prompted
to supply it with the IP address of the manager machine. When an OnDemand
Server node starts, it establishes a TCP/IP socket connection to the manager,
alerting the manager that the node is alive and ready. The manager then is able
to distribute the load by cycling user requests for service across all the nodes in
the cluster.

The OnDemand Server node software communicates using TCP/IP sockets,
starting a socket listener on the port number one greater than the port number
the OnDemand Server manager is using. For example, if the default
OnDemand Server port number is 5500, the node will use port number 5501.

If a client (Server Administrator or CGI) discovers that a node process is not
responding, it informs the manager by re-requesting a connection.

The manager also maintains a monitor thread that looks for any service that
has not recently sent a message indicating it is alive. Thus, both manager and
nodes take responsibility for maintaining their connection.

If a node fails to respond, the manager contacts the process factory, and the
service is restarted. If the manager fails to respond, then the various node
servers will notice and tell their process factories to re-register themselves.

All administration functions are performed by connecting to the manager.
When the node starts up, all configuration information and
document/connection files are automatically replicated from the manager to
all nodes in the cluster. The file synchronization is tracked by entries in the
ODSFileVersion file that resides on both the manager and nodes. The files are
monitored by version number, with only changed file replicated out to the
nodes.
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How OnDemand Server Components Work Together

This section explains how the OnDemand Server components work together.
Figure 1-9 illustrates the top level sequence of events that occur when a request
is entered from a Web client such as Insight or Quickview. The following four
sections provide the details on how the OnDemand Server works:

= Viewing the Logon Page
= User Authentication
= Selecting a Report

= Scheduling a Job that Posts to the Web

1. Client initiates
request

4. Request to
Node

5. Request to
Repository

-t

Web Browser 0DS Web Broker 0DS Repository

2. Web Broker asks

0DS Manager for 6. Repository returns
0DS Node port requested data to client
number 3. 0DS Manager wgzugfo”:’:;je and

returns ODS Node
port number

0DS Manager

Figure 1-9 OnDemand Server Sequence of Events

Viewing the Logon Page

The user launches the Web browser and connects to the corporate intranet:
this transaction uses HTTP or HTTPS.

1. The user either types a URL or clicks a hyperlink from Brio.html or an
equivalent customized link that contains the URL to the OnDemand
Server’s Web Broker. The URL itself will indicate whether the Web Broker
runs as an ISAPI, NSAPI, CGI module.

2. The Web Broker forwards the logon page request to the Node.
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[] Note

3. The Node retrieves the logon.html file from the OnDemand Server HTML

directory, scanning the file for the <ODSLogonMethod> HTML tag where
it substitutes a URL for the tag. This URL is used to direct the form to the

correct Web broker module (CGl, ISAPI, or NSAPI) when the client clicks
the Login button. The HTML is then sent back to the client’s Web browser.

. The Web browser receives the logon.html file. Since the logon.html file

does not yet include all of the Ul elements, such as images, it resolves the
references to these files, retrieves them from the HTML directory on the
Web server, and populates any empty frames.

In a BrioONE deployment, Brio.Portal provides the logon page.

User Authentication

After a user enters a user name and password in the form displayed, the logon
information goes to the Web Broker, which forwards it to the ODS Node. the
Node accepts the user name and password and begins the process of
authenticating the user, in one of the following ways:

OnDemand Server Authentication — The ODS Node asks a BQ daemon to
run an SQL statement to look up the user name and password in the ODS
Repository tables. The BQ daemon connects to the database using a pre-
defined database user name and password combination, specifically created
for this purpose. It returns the encrypted password from the Repository,
where it is compared by the Node to the password entered by the user. If
they match, the user is authenticated; if they do not match, the \Web Broker
returns a message indicating that the logon failed, and is given the
opportunity to re-enter.

Database Server Authentication — The ODS Node asks a BQ daemon to
establish a connection to the database, using the user name and password
entered on the HTML form as the database login parameters. If the
database accepts the logon, the user is authenticated; if the database rejects
the login, the Web broker returns a message indicating that the login failed
and is given the opportunity to re-enter.

Custom JavaBean Authentication — The ODS Node passes the user name
and password to a custom JavaBean, which is indicated by the BES
Administrator when configuring the OnDemand Server. This JavaBean is
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[] Note

custom-written at each site to perform any type of authentication process
required by the site. Details about writing and implementing the JavaBean
are in Appendix D, “Custom JavaBean Authentication”. The JavaBean
ultimately returns a boolean value back to the Node, where 1 indicates that
authentication was successful, and 0 indicates that it failed.

In a BrioONE deployment, Brio.Portal authenticates the user. A single sign-on is implemented
so that the user can use OnDemand Server without having to enter their password again.

Selecting a Report

When a user selects a document to retrieve, the request goes to the Web Broker
and then to the ODS Node. After verifying that the user is authorized to work
with the selected document, the BQ daemon returns the Adaptive report
mode (1-6), along with the location of the document, which can reside in the
ODS file system or in the Repository:

= File System — If the physical document is stored on the local file system, it is
available to the OnDemand Server just by reading it from local disk.

= OnDemand Server Repository — If the document selected is not stored on
the local file system, it is stored in the Brio Repository on the database
server. The BQ daemon runs the SQL statements to retrieve the document
from the database tables, and saves it to a temporary file. The name of this
temporary file is returned to the Node.

The Node collects the document, which asks the BQ daemon to add:
= Node’s hostname and port number

= Adaptive Report token to the document’s header

The Node forwards the document to the Web broker, which tags the
document with the Brio MIME type so it can be launched by Insight or
Quickview. The Web Broker then hands off the file to the Web server, which
streams it to the Web browser via HTTP or HTTPS. The Web browser receives
the data stream, interprets the MIME type information as a Brio document,
and launches the version of Insight or Quickview resident with the browser.
The document dynamically hides or exposes only the proper functionality for
that adaptive state.
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|:| Note The ODS does not compress or expand documents. Documents are compressed by Brio
Intelligence when Brio Intelligence is directed to compress a document. The ODS simply picks

up the bits and streams them. If a document was saved compressed then it is streamed
compressed.
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Scheduling a Job That Posts to the Web

The procedure described in this section assumes that OnDemand Server and
Broadcast Server are installed in the same database schema and the same
database server. Installation and configuration instructions for Broadcast
Server and OnDemand Server are on the Brio Intelligence distribution CD.

The user account for the BCS Repository is the same as that for the ODS Repository.

From Insight or QuickView, the user builds a job and selects the scheduling
option from the file menu. From the Actions tab, the user sets the job to be
saved, and specifies a directory

The user then marks the option to Register to the OnDemand Server, clicks the
Register button, and fills in the tabs, completes scheduling the job, and checks
the output from the job log.

Behind the scenes, the Broadcast Server (BCS) posts a job to the OnDemand
Server. The job is written to the tables, including the command to register to
the web. The Broadcast Server picks up the job. The job is returned to the user
and the query is completed.

Once the file is completed, the BCS logs into ODS using a user name and
password that are the same as those of an ODS user with rights to register to
the Web. The BCS sends the ODS the job itself, and the adaptive state assighed
to it when the user scheduled the job.

ADR (Automatic Distributed Refresh) does not work when using the Web clients, Freeview,
Quickview, and Insight.
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Summary

Using a combination of Java, JavaScript, HTML, and plug-ins, Brio Intelligence is
designed to deliver rich, interactive reports within a Web environment. Within your
current computing infrastructure, Brio Intelligence takes advantage of Web servers,
database servers, and client computers that run a wide variety of operating systems.
This chapter specifies what components run on each type of computer, details which
communication protocols are used to transfer data between them, and describes how
OnDemand Server components work together.
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Broadcast Server Configuration
and Administration

This chapter describes the Brio Intelligence Server Administrator, lists the
configuration and administration tasks for Broadcast Server, and provides
detailed instructions on how to use the Server Administrator to accomplish the
administration tasks.

For complete configuration instructions, see the Brio Intelligence Server
Installation Guide provided on the Brio Intelligence CD.

This chapter contains the following sections:

Brio Intelligence Server Administrator
Broadcast Server Configuration Quick Guide
Broadcast Server Administration Procedures

Using the Job.log File
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Brio Intelligence Server Administrator

Brio Intelligence Server Administrator is a configuration and administration
tool that you use to configure and administer both the Broadcast Server and
the OnDemand Server. The Brio Intelligence Server Administrator is installed
with the OnDemand Server and the Broadcast Server executable files, but it
can also be installed separately.

The Brio Intelligence Server Administrator uses a conventional window-based
graphical interface. The hierarchical structure or Administrative Tree Control
allows the user to navigate to any item for either the Broadcast Server or the
OnDemand Server. Once you select an item in the Administrative Tree
Control (such as Processing Connections or Groups), you can add new
options underneath the headings, modify existing options, or remove the
option using the controls in the options panel on the right.

For help on basic windowing procedures or window-based computing
environments, please consult on-line help topics in your Macintosh® or
Windows™ operating system help files.

Remote Administration

Once each local machine is configured, OnDemand Server administration
tasks can be accomplished remotely through the Server Administrator.
Complex tasks such as OCE creation or modifying server configuration
require that all drive mappings, directory names and locations, and Brio INI
files are the same between the two boxes.

To remotely administer an NT-based ODS, install a remote access product
such as PC Anywhere, Timbuktu, etc. and run the Server Admin utility that
resides on the ODS box itself.

To remotely administer a Unix-based ODS, create a login session using a
graphical telnet product such as Hummingbird.

However, because many BCS settings are stored locally in the BQServ1.ini file,
you cannot use the Server Administrator to administer Broadcast Server
remotely. For this reason, you may want to keep one copy of the Brio
Intelligence Server Administrator on each Broadcast Server machine.
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Broadcast Server Configuration Quick Guide

Initial configuration consists of setting the preferences, creating repository

tables, and creating or adding a polling connection.

Table 2-1 provides an overview of the Broadcast Server configuration tasks. For
complete configuration instructions, see the Brio Intelligence Server Installation
Guide provided on the Brio Intelligence CD.

Table 2-1

Broadcast Server Configuration Quick Guide

Configuration
Tasks

Purpose

More Information

Select From the Top Bar

Set File
Locations

Set Date
Formats

Set Service

Settings

Set Email
Options

Stores default file
locations for the Brio
Intelligence connection,
the directory for working
on Brio Intelligence
objects, the briogry.exe,
the job.log file, and the
baserver.exe

Determines the date
format and timestamp
format according to the
locale selected

Displays the name of the
server, sets the
maximum concurrent
jobs, and has a toggle
switch to add/remove
the Broadcast Server
service

For NT systems, allows
selection of the email
protocol: None, MS
Exchange, MAPI 1.0
compliant, or Internet
Mail

These default file
locations may be
changed

May be changed to
any desired format

The higher the
maximum number of
jobs set, the more of
your resources will be
allocated to Brio
Daemon(s)

UNIX systems use the
Internet mail (SMTP)
protocol

Edit - Preferences - File

Locations tab

Edit - Preferences —
Formats tab

Edit - Preferences —
Service tab

Edit - Preferences — Mail

tab

Broadcast Server Configuration Quick Guide
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Table 2-1

Broadcast Server Configuration Quick Guide (Continued)

Configuration
Tasks

Purpose

More Information

Select From the Top Bar

Set Transfer
Settings

Add Polling
Connections

Create Job
Repository
Tables

Sets the IP address and
port number of the
machine you are running
the BCS on

Connects the BCS to
databases in order to
poll for pending jobs
and to process queries

Creates job repository
tables where a queue of
jobs is stored

Allows you to store
jobs on the file
system of the local
machine or network
drive

Add a polling
connection for each
database you plan to
use as a job
repository

You are prompted to

create job repository
tables when you add

a polling connection

to a database with no
repository tables

Edit - Preferences —
Transfer Settings tab

From the Tree Control
select: Polling
Connections — Add
Connection

From the Tree Control
select: Polling
Connections - Add
Connection - Create
Repository

The maximum concurrent jobs is not a limit setting. It controls how much memory Brio should
set aside for the results sets when it starts each concurrent job.
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Broadcast Server Administration Quick Guide

Table 2-2 provides an overview of the Broadcast Server administration tasks.
Perform the following administration tasks when necessary for your system.

Table 2-2

Broadcast Server Administrative Quick Guide

Administration
Task

Purpose

More information

Administrative Tree
Control Location

Create
Database
Connections

Add Processing
Connections

Create User
Groups

Assign Users

Specify Output
Directories

Specify Output
Printers

Creates new database
connections

Connects the BCS to
databases in order to
process scheduled
documents

Creates user groups that
are associated with
specific users,
directories, and printers

Adds users to a specific
user group

Selects output directories
and/or FTP directories for
use by a specific user

group

Selects printers for use
by a specific user group

Create either
repository or
processing

connections

Use processing
connections to
process documents
on the database the
job was created on

Scheduling privileges
are determined by
group assignment

Do not add users if
you are not using user
groups

Enables group
members to save or
export scheduled files
to specific local or
network directories

Enables group
members to schedule
reports for printing to
specific network or
local printers

(see “Creating an OCE
File” on page 5-3)

Polling Connections —
Name of Database —
Processing Connections
(see page 2-7)

Polling Connections —
Name of Database —
Groups (see page 2-8)

Polling Connections —
Name of Database —
Groups — Group
Name - Users (see
page 2-10)

Polling Connections —
Name of Database —
Group — Group
Name - Directories
(see page 2-11)

Polling Connections —
Name of Database —
Group - Group

Name - Printers (see
page 2-13)

Broadcast Server Administration Quick Guide
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Table 2-2

Broadcast Server Administrative Quick Guide (Continued)

Administration
Task

Purpose

More information

Administrative Tree
Control Location

Create Custom
Calendars

Create Event
Triggers

Monitor Job
Lists

Creates calendars based
upon the fiscal or other
internal or organizational
calendars

Enables users to
schedule jobs based on
the completion of a
defined event

Provides run times and
status details for each
job submitted to a job
repository

Jobs scheduled with a
custom calendar
resolves dates and
variable date limits
against the quarterly
and monthly dates
specified in the
custom calendar,
rather than the real
calendar

If an event is
disabled, jobs whose
schedules are based
on the event will not
run

Logon using an
Administrators’ logon
account to monitor
the job lists

Polling Connections —
Name of Database —
Custom Calendars (see
page 2-14)

Polling Connections —
Database — Event
Triggers (see

page 2-15)

Polling Connections
upon logon or From the
Top Bar Select -
Administration — Job
List — Database Name
(see page 2-21)
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Broadcast Server Administration Procedures

[] Note

After initial configuration use these instructions to administer your Broadcast
Server.

Creating Database Connections

A connection file is a file that retains all the information necessary to logon to a
specific configuration of database and connection API software. In addition, a
connection file retains DBMS-specific connection preferences and even
specifications for automatic access to metadata (Brio Intelligence connection
files only).

The Database Connection Wizard steps you, the administrator, through the
process of creating a connection file. The connection file makes the logon
process easy by capturing connection parameters in a small file and allowing
connection to a data source. The connection file enables a stable connection to
be set up once, and then distributed and reused painlessly.

See page 5-3 for directions on using the Database Connections Wizard.

Adding Processing Connections

Broadcast Server uses processing connections to connect to databases and
process scheduled documents. You can authorize many processing connections
under each polling connection to permit users to schedule documents to a
centralized job repository even when their documents are processed against
different databases.

Broadcast Server connects to the processing database with a valid database
login that is supplied when the job is scheduled, thereby enforcing database
security.

Broadcast Server must have at least one connection to the database processing a scheduled
document, or else the job will not run. Make sure you create or copy all the connection (OCE)
files that Broadcast Server needs before adding processing connections.

Broadcast Server Administration Procedures ~ 2-7



[] Note

To add a processing connection:
Select the Processing Connections heading in the Administrative Tree Control.
Click Add Processing Connection.

Navigate to the desired connection (OCE) file and click Open.

This procedure adds the processing connection to the Administrative Tree
Control under the current polling connection.

To delete a processing connection select the processing connection you want
to delete from the Administrative Tree Control and click Remove Processing
Connection from the right panel.

Creating User Groups

Broadcast Server’s User Groups feature associates lists of users, output
directories, and printers with each user group. For each polling connection,
Broadcast Server adds two default user groups to the Administrative Tree
Control: Administrators Group and Public Group.

You can use these and additional custom groups to differentiate network
privileges based on departmental mission, geographical location, or other
criteria. Once assigned to a group based on the database user ID, a given user’s
group membership determines the output directories and printers available
when scheduling a job.

The user groups feature does not enforce database security.

Administrators Group

Users added to the Administrators group can access all Broadcast Server
resources and options when scheduling a Broadcast Server job. In addition,
Administrators can monitor all jobs in a given job list. (Users view only the
jobs scheduled under their own database user ID.)

The Administrators group should contain Broadcast Server’s dedicated
database user ID for the polling database as well as user IDs for those
administrative or IT personnel who belong in the Administrators group.

2-8
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[] Note

Custom Groups

When a user schedules a Brio document, only the resources available to that
user’s group appear as scheduling options.To assign specific privileges to a
group of users, add a custom group for them. You can add as many custom
groups as you like.

You cannot assign a user to more than one Broadcast Server group. If a user requires unique
privileges, you must create a separate group for that person.

Public Group
Users not assigned to a custom group can view resources and schedule
documents with the privileges of the Public group.

= If you do not want to establish different levels of privilege, use the Public
group.

= If you do not want to provide general access to Broadcast Server, delete the
Public group. This will create secured access by ensuring that only
administrators and members of a custom group have access to Broadcast
Server.

To create a group:

Select the Groups heading in the Administrative Tree Control and click the Add Group
button.

Enter a name for the group in the Group Name field.

Click the Groups header to add another group.
The new group appears in the Administrative Tree Control.
You can select existing groups and rename them using the same procedure.

To delete a user group select the group you want to delete from the
Administrative Tree Control and click Remove Group on the right panel.
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Assigning Users to a Group

For each group (including the Administrators group), you need to assign user
members who match the group’s resources.

|:| Note This step assumes you are implementing the User Groups feature. If you are not adding
custom groups, skip this step and add default directories for the Public group.

To assign a user to a group:

1 Select the Users heading in the Administrative Tree Control under the user group to
which you want to add this user.

2 Click Add User in the right panel.

The Database logonlID and User Name fields appear.
3 Enter a database user ID and optional descriptive name.

4 Click the Users heading or the Apply All button at the bottom of the right panel.

The user appears in the Administrative Tree Control under the specified
group.

[ ] Note Usernames and passwords are case-sensitive for certain databases.
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[] Note

1
2

Specifying Output Directories

Directory picklists enable group members to save or export scheduled files to
local or network directories. You can also use this feature to provide access to
intranet or FTP directories.

Be sure to grant the BEServer account network write access to all destination directories.

To specify an output directory:
Select the Directories heading under a group in the Administrative Tree Control.
Click Add Directory in the right panel.

Enter a descriptive alias for the end user in the Directory Alias field and a complete
network path to the directory in the Directory Path field.

Click the Directories heading in the Administrative Tree Control or click the Apply All
button on the lower part of the right panel to add the directory.

The directory appears in the Administrative Tree Control under the group
specified.

You can select existing directories and change specifications using the same
procedure.

FTP Directories
You can also add FTP server directories as output options for Broadcast Server.

To add an FTP directory:
Select the Directories heading under a group in the Administrative Tree Control.

Click Add Directory in the right panel.
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3 Click Add a Directory and click Directory is on FTP Server to activate the options in the
FTP area.

=n Brio Intelligence Server Administrator - Broadcast Server

File Edit Administration Connections  Action  ‘wWindow Help _|ﬁ||5|

@ Fuolling Connections ;I
BB Asto Remove Directary |

-.F'rcu:e&&ing Caonnections
=8 @ Groups v Directory iz on FTP Server

H@ Sales
" € Users

El_ul Directories Direchory Path: Ia"data Browse |

FTP Server Address: Iftp.brio.com

Directory Alias: |Field Sales Reports

r [Lagorm wsmg FTE canfiauration file infarmatian (K =

FTPUser b
- €8 sdministrators eI I CEIver

[]..@ Public: Password: I xxxxxxxxxx

Events Canfirm Passward: | **********

< dpply Al | Close | Help |

| | Sorting Complete [

4 Enter a descriptive alias in the Directory Alias field and a pathname in the Directory
Path field.

[[] Note OnaFP server, the pathname is relative, not absolute, so do not include the drive name in
the path. Separate each directory in the path with a slash '/’ rather than a backslash '\".

5 Enter the FTP Server Address.
6 Enter a FTP User and Password for Broadcast Server to connect to the FTP server. Make
sure the FTP logon account you use has write access to the target FTP directory.

Check the job.log file for FTP processing errors. See “Job.log File” on page
2-25.
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[] Note

[] Note

To check the FTP connection:

Place the following commands in a script file:

open (ftp server nane)

user

(userid) (password)

cd (renpte ftp directory nane)

| cd (Broadcast Server’'s working directory)
ver bose

bi nary

pronpt

put (nane of file from BCS working directory)
qui t

Run the file from the command line using the following syntax:

ftp -n -s:<script fil enane>

Specifying Output Printers

Printer picklists enable group members to schedule reports for printing to
network or local printers.

NT Users Only - Make sure that drivers for each output printer are installed on the NT server
machine and that each output printer is installed to the NT Printers Control Panel.

UNIX Users Only - Make sure that it is possible to print from the machine where BCS is
installed. If the print server is not accessible add this capability to the machine, for example,
use the "admintool" (as "root" in Solaris).
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[] Note

To specify a printer:
Select the Printers heading under a group in the Administrative Tree Control.

Select the printers you want to add from the Printers right panel.

If no printers appear, make sure the printers are configured through the
Control Panel (Windows NT).

Click Add Printer to add them as job output destinations.

Creating Custom Calendars

You can create custom calendars to schedule jobs based on fiscal or other
internal or organizational calendars. Jobs scheduled with a custom calendar
resolve dates and variable date limits against the quarterly and monthly dates
specified in the custom calendar, rather than against the real calendar. You can
add multiple year versions of a calendar, such as Fiscal 1999 and Fiscal 2000, or
create different, overlapping calendars for departmental schedules.

Brio Intelligence Server assumes that dates with a year value of less than 30 are in the twenty-
first century; thus, the 6-digit date 06/01/01 is translated to the 8-digit date 06/01/2001.
If you have set default date formats to read the year in a different position, such as
00/11/31, the date is translated to 2000/11/31.

If this method is not suitable for your site, you have the option of entering all dates in 8-digit
format instead of 6-digit format.

To create a custom calendar:

Select the Custom Calendars heading in the Administrative Tree Control and click Add
Calendar.

Enter a name for a calendar type (for example, fiscal or model year) in the Custom
Calendar field and click Add Year.

Empty date fields for a calendar appear in the panel.

Enter a start date for Quarter 1 using month/day/year format, such as 06/01/99 or
03/15/00 (or 06/01/1999 or 03/15/2000, if you prefer), then click in another field.

Server Administrator automatically adds the remaining dates to the calendar.
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4

If necessary, edit any of the date fields to fine-tune the calendar.

5 Click the name of a calendar or the Custom Calendar heading to add more calendars.

»n Brio Intelligence Server Administrator - Broadcast Server
File Edit Administration Connections  Action  Window Help

-8 Asta
-.Processing Connections
EI@ Groups
= Sales
€ Users
(M Directaries
é Printers
@ Adminigtrators
£ Public
EI@ Custorn Calendars

™|

=

_15] ]
Remove Year | Clear Dates |
‘ear: I‘ISSS
Quarterly Start Dates [mdd ]
1 411539 2 [741/1999
3 [101/1993 | 4 [141/2000
Monthly Start Dates [mddApp]:
1 [4nn539 2 [511939 | 3 [61/1999
4 [rA1939 | B [81/1939 | B [3/1/1393
7 [101/1993 8 [111/1939 | 9 [121/1999
10 [1A/2000 11 [2A/2000 | 12 [31/2000
pplydll | Close | Hep |
| | Sorting Complete [

Creating Event Triggers

You can also define event triggers, which enable users to run jobs based on

calendar dates.

When scheduled to run based on an event, the Broadcast Server checks the job
repository to see if the event has completed since the most recent job run. If so,
the job runs either on the next poll or at a date and time specified by the user,
depending on what the user has specified.

To provide event-driven scheduling for end-users:

= Define each event in Server Administrator.

» Update the completion date in the BRIOEVNT table for all jobs triggered
by the event each time the event occurs.
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sn Brio Intelligence Server Administrator - Broadcast Server
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£ €8 Public
Custom Calendars |1 0/31.493
Events

Loy L

Lazt Completion Date [mddsy]:

ata Warehouse Load

El pplydll | Close | Help |

| | Sorting 100% done... [

You can send or automatically trigger SQL UPDATE statements, or you can
use Server Administrator to enter dates manually in the
COMPLETION_DATE field as they occur.

To add an event trigger:
1 Select the Events heading in the Administrative Tree Control and click Add Event.
2  Enter a descriptive name for the event in the Event Name field.

3 Enter a last completion date if you want to trigger the event.

You can also return to Server Administrator at any time to enter a completion
date manually, or to disable an event trigger.

4 Click the Event heading to add further events.

To update the status of an event manually once it has completed, change the
last completion date.
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[] Note

[] Note

If an event is disabled, users do not see it when they schedule jobs, and jobs with schedules
based on a disabled event will not run, even if the Last Completion Date is updated.

Starting Broadcast Server on Windows NT Systems

Before the preceding administration modifications can take effect, you need to
stop the Broadcast Server service, use the Windows NT Services Control Panel
to log on and start Broadcast Server. You can then begin to poll the job
repository tables.

To start the Broadcast Server:

Open the Windows NT Services Control Panel.

The control panel appears, listing the Broadcast Server service.

Select the Broadcast Server service and click Startup.

The Service dialog appears.

Under Startup Type, select Automatic, to start the NT service automatically when the NT
server machine is booted.

Log on as This Account, using the same domain user account (such as BEServer) and
password you set up, and click OK.

Do not use the System Account to log onto Broadcast Server.

Click Start in the Services control panel to start the NT service.

Close the NT Services Control Panel and use the File Manager to move to the Broadcast
Server working directory. Open the service log file (BQServer.log) and check to ensure
that the Broadcast Server has started and is polling the job repository.
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[] Note

If Broadcast Server fails to connect and poll, make sure the database connection software is
included in either the system path environment variable or of the BEServer account's path
environment variable. Refer to Adjust network and application settings in the Before Installing
Intelligence Server section of the Brio Intelligence Server Installation Guide provided
on the Brio Intelligence CD.

Starting Broadcast Server on UNIX Systems

Before the preceding administration modifications can take effect to start
Broadcast Server and begin polling the job repository tables.

To start the Broadcast Server:

Move to the Broadcast Server working directory.
# cd <server_install _directory>/bin

Run the Brio Broadcast Server Startup script.

% bgs (or optional script % bgs.start)

Open the service log file, bgser ver. | og, (located in the working directory) and
confirm that the Broadcast Server has started and is polling the job repository.

UNIX Startup Scripts for the Broadcast Server
Three start up scripts for UNIX users.

Sample Startup Script for HPUX
Create a script similar to the following in the / sbi n/ rc3. d directory.

#!/bin/sh

# Brio Startup Script for HP

# set -x # Unconment for debugging

# Setup Environnent (Make site-specific changes here)
UNI X95=t rue

export UNI X95
USER=br i 06x
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PATH=. : / usr/ hone/ bri 06x/ bi n: / bi n: $PATH
ORACLE_HOME=/| ocal / or acl e8

SHLI B_PATH=/ usr/ honme/ brio6x/lib:/usr/lib
HOVE=/ usr/ hone/ bri 06x

export DI SPLAY USER PATH SHLI B_PATH HOVE ORACLE_HOME

# Start the X Virtual Franmebuffer (Xvfb)

if [ -x /Jusr/X11R6/ Xvfb ]; then

echo "Starting up the Virtual Franme Buffer on Screen 1 ..."
fusr/X11R6/ Xvfb :1 -fbdir /tnp >> /var/adm Xvfb.log &

Dl SPLAY=' hostnane' : 1.0

export DI SPLAY

fi

# Start the Brio Broadcast Server

if [ -x $HOVE/ 610/ bin/bgs ]; then

echo "Starting up Brio BCS using Xvfb Screen 1 ...
# Uncomment the following line if $USER runs the c-shell

#su $USER -c "cd $HOVE/ bin; setenv HOVE $HOVE; bgs.start >

[ dev/nul | "

# Uncomrent the follow ng |line $USER uses any other shell

su $USER -c¢ "cd $HOVE/ bi n; HOVE=$HOVE; export HOVE; bgs.start >
[ dev/nul | "

fi

exit O

Sample Startup Script for Solaris
Create a script similar to the following in the / et ¢/ r ¢3. d directory.

#!/bin/sh
# Exanple Brio Startup Script for Solaris
# Setup Environnent (Mke site-specific changes here)

Xvf bPat h=/ usr/ X11R6
USER=Dbr i 06x
ORACLE_HOME=/ or acl e8
HOVE=/ usr/ user s/ bri 06x

export XvfbPath USER ORACLE_HOVE HOVE

# Start the X Virtual Franmebuffer (Xvfb)

if [ -x $XvfbPath/Xvfb ]; then

echo "Starting up the Virtual Franme Buffer on Screen 1"
$XvfbPath/ Xvfb :1 -fbdir /tnp >> /var/adm Xvfb.log &
DI SPLAY=' host nane': 1. 0

export DI SPLAY

fi

# Start the Brio Broadcast Server
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if [ -x $HOWE bi n/ bgs.start ]; then

echo "Starting up Brio Broadcast Server using Xvfb Screen 1"
# Execute bqgs.start as the Brio User, not as root

su $USER -c "cd $HOVE/ bin > /dev/null

./bgs.start > /dev/null"

fi

Sample Startup Script for AIX

Create a script similar to the following in the / et ¢/ directory. After you create
the script, add the following line to the end of the / et ¢/ i ni t t ab file

brio:2:wait:/etc/rc.brio > /tnp/brio.out 2>&1

Brio startup script for Al X
cat /etc/rc.brio

#!/bin/sh

# Brio Startup Script

DI SPLAY=sunbird: 0.0
export DI SPLAY

# Start the Apache Wb Server
echo "Starting the Apache Web Server"
/ ext ernal / apache/ bi n/ apachect| start >/dev/null 2>&1

USER=Dbr i 06x

HOVE=/ ext er nal / honme/ bri 06x

BRI OHOVE=/ ext er nal / hone/ bri 06x/ 610
| BPATH=/ ext ernal / hone/brio/lib

export USER HOVE BRI OHOME

# Start Broadcast Server

if [ -x $BRI OHOVE/ bin/bgs.start ]; then

echo "Starting up Brio Broadcast Server"

# Execute bqgs.start as the Brio User, not as root
su $USER -c "cd $BRI OHOVE/ bin > /dev/nul |
.Ibgs.start > /dev/null"

fi

exit O
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Monitoring Job Lists

The Job List provides run times and status details to catalog each job
submitted to a job repository.

The job list appears when you connect to a job repository through a polling
connection in Brio Intelligence Server Administrator or when you click on
Administration/Job List/polling connection from the top bar.

Modify Jobs

You can modify the general or schedule details of a job through the job list.

To modify a job:

Click Administration from the top bar. Select Job List from the drop-down list. Then click
on a polling connection.

The Job List screen for that polling connection appears. See page 2-22 for the
field definitions of the Job List Monitor.

Double click on the job you want to modify or single click on the job and click Modify
Job.

The Job Detail panel appears showing the General tab. See page 2-22 for the
field definitions on the General tab. Change the fields as necessary for your job.
Click the Schedule tab to modify the schedule or to set priority and click OK.

See page 2-23 for job scheduling details. The priority field is used only when
more than one job is scheduled for the same time.

Run Job at Next Poll

You can run a job when needed without changing the job'’s regular schedule.
(This feature is not available for jobs with ASAP specified as the run interval.)

To run a job at next poll click Run Next Poll.

The “Completion Status” of the job will change to Run ASAP. As the job runs
the completion status will change to what is appropiate for the moment.

To refresh a Job Information List click Refresh.
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Table 2-3 Job List Field Definitions

Job List Fields

Definitions

Job ID

Enabled

Priority

User Name
Job Name
Last Date

Completion Status

Next Date
Execution Time
Job Interval

Repetitions

A unique job code assigned by Brio Intelligence. Each job code remains
the same for the life of the job.

Indicates status of a job. A disabled job is discontinued (but remains in a
job list) until re-enabled.

Shows the rank of the scheduled job based on a numerical value. This
selection is only available for jobs scheduled to run simultaneously and
takes precedence over the job identification number. A job assigned with
a high priority number (for example, 100) is run before a job with a low
priority number (for example, 50). If two jobs are run simultaneously and
share the same priority column number, then Brio Intelligence will rank
according to each job’s unique job id.

The database user name of the user scheduling the job.
Descriptive name for the job.
Date of the previous run.

Status of the previous (or current) job run, for example, ‘successful,’ ‘fail-
ure; or ‘running’.

Date of the next iterative run.
Scheduled run time for each iteration.
Time between iterative runs.

Number of iterative run cycles assigned.

Table 2-4 General Job Field Definitions

General Job
Fields

Definitions

Enabled

Job Id

User Name

Job Name

Toggles the job. If this box is unchecked, the job is disabled and will not
run until it is re-enabled. A disabled job remains in the job list.

A unique job code assigned by the server. A job code remains the same for
the life of the job.

The name of the user that scheduled the job.

A descriptive job name which describes the job in the Job List.
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Table 2-4 General Job Field Definitions

General Job

Fields Definitions

Document The name of the Brio Intelligence document (.bgy) that is scheduled.
Calendar A custom-created calendar for use in scheduling the job. Calendars are

Send email notifi-
cation on comple-
tion?

Address

Address Book

Check Name

provided by the Broadcast server administrator, and can be used to sched-
ule a job by alternate or fiscal calendars.

Requests an email confirmation on completion of each job run. If client
and server run different email systems, the email address string entered in
the field must match the mail protocol used by the server, not the
addressee.

An email address to send the log file to.
Displays email address book (MAPI-compliant email systems only).

Pings the email address to check a connection. There is no reply if the
address checks. (MAPI-compliant email systems only).

Table 2-5 Job Schedule Details

Job Schedule

Details Parameters

Daily Check a box for each day the report should run.

Weekly Select the day on which to run the report.

Monthly or Quar- Select an ordinal dates from the first pop-up. Select Nth and enter a

terly numeric date to run the report on any day other than the first or last day of
the period. Specify a weekday or the generic "day" to indicate the interval.

Every Enter a starting date and incremental value in the Every text field. Choose

Event-Based

ASAP

an incremental period unit from the popup.

Select an event-trigger. Enter a specific date on which to run the job once
the event is completed.

Select ASAP (as soon as possible) to execute the job at the next poll.
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Table 2-5 Job Schedule Details (Continued)

Job Schedule
Details Parameters
Priority Enables you to rank scheduled jobs based on a numerical value represent-

Time to Execute
(HH:MM:AM)

Upon completion
of

Number of Execu-

tions/ Infinite

Time Threshold
and Always Run

ing the rank priority of the job. This selection is only available for jobs
scheduled to run simultaneously and takes precedence over the job identi-
fication number. A job assigned with a high priority number (for example,
100) is run before a job with a low priority number (for example, 50). If two
jobs are run simultaneously and share the same priority column number,
then Brio Intelligence will rank according to each job’s unique job id.

Enter a run time (colon delimited) and a time-of-day to execute the job.

If you run a job based on an event, check this field and select the event
from the pull-down list. When a job is scheduled to an event, Broadcast
Server checks to see if the event was completed after the most recent job
run, and if so, the job runs at a date and time specified by the user.

Enter the number of times the job should run or Infinite to run the job
indefinitely.

The time threshold is a grace period that follows the scheduled run time. If
capacity processing postpones the job beyond the threshold, the job is
shelved until the next scheduled run. Click Always Run to run the job
regardless of how long it is postponed.

2-24

Broadcast Server Configuration and Administration



Job.log File

[] Note

The Broadcast Server job.log file collects information about a job as it is
running. The location of the job.log file, in the working directory, is set in the Brio
Intelligence Server Administrator by selecting Edi t - - >Pr ef er ences- -

>Fi | e Locati ons tab. The job.log file contains the following information:

Time and Date the job started processing
Limits set on the query(ies)
OCE(s) the server connected to process the query(ies)

SQL statement(s) the server sent to the database(s) for each query in the
BQY document

Number of rows of results returned from the database for each query
Each individual action that the server performed for the job

o Section the action was performed on

o Destination of the file(s)

o When the action started and ended

Error Messages from parts of the job that failed

Time and date the job completed

If the job completed with or without errors.

If the notification option is turned on the job.log file gets notified.

Summary

This chapter summarizes the configuration and administration tasks and describes
how to do the administration tasks using the Brio Intelligence Server Administrator for
the Broadcast Server.
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OnDemand Server Configuration
and Administration

This chapter lists the configuration and administration tasks for the
OnDemand Server and provides detailed instructions on how to accomplish
the administration tasks either through the Brio Server Administrator (for a
description of the Brio Server Administrator, see page 2-2) or by modifying the
ODS.ini file.

For complete configuration instructions, see the Brio Intelligence Server
Installation Guide provided on the Brio Intelligence CD.

This chapter contains the following sections:

OnDemand Server Configuration Quick Guide
OnDemand Server Administration Quick Guide

OnDemand Server Administration Procedures

ODS.ini File
ODSCGL.ini File for UNIX Systems
Log Files

Process Multiplier

Multiple GET Requests from Internet Explorer

31



|:| Note In a BrioONE deployment, the OnDemand Server Administrator is launched from
ONE/Administrator.

[23 ONE Administrator

File Modules Help

9 HEEgUWE 2

Click s to launch the Brio OnDemand Server Administrator.

3-2  OnDemand Server Configuration and Administration



OnDemand Server Configuration Quick Guide

During initial configuration set the basic settings and load balancing. You can
modify these settings later as necessary.

The OnDemand Server configuration tasks are listed in Table 3-1. For
complete configuration instructions, see the Brio Intelligence Server Installation
Guide provided on the Brio Intelligence CD.

Once each local machine is configured, OnDemand Server administration
tasks can be accomplished remotely through the Server Administrator. See
page 2-2 for information on OnDemand Server remote administration.

Table 3-1

OnDemand Server Configuration Quick Guide

Configuration Task

Purpose

More information

Set Load Balancing

Define a Repository Connec-

tion

Define a Connection to ODS

Create Repository Tables

Add a New Server

Configure Basic Settings

Distributes processing
demands across all available
network resources

Defines the OCE file

Defines the connection to
0DS

Creates repository tables for
the current database

Adds an instance of the ODS

Configures the number of Brio
daemons to use and the
maximum amount of RAM to
allocate to processing

This is not necessary if your
ODS is installed on one
machine

Will be prompted to create
repository tables when trying
to connect to a database that
does not have repository
tables

If a query runs out of available
RAM, it will use swap space
on the local machine’s RAM
disk
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Table 3-1

OnDemand Server Configuration Quick Guide (Continued)

Configuration Task

Purpose

More information

Select an Authentication
mode

Add Directories

Store Server Repository Infor-
mation

Determines which authentica-
tion mode to use for authoriz-
ing users to logon to ODS

Stores default file locations
for the directories of OnDe-
mand registered documents
file, Brio daemon executable
file, temporary files, and Brio
Connection files

Identifies connection, pass-
word and attribute information
for the repository database

You must be connected to
ODS to set or modify the
authentication mode

You must be connected to
ODS to set or modify the
default file directories

You must be connected to
ODS in order to set or modify
the server repository informa-
tion
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OnDemand Server Administration Quick Guide

The following administration tasks can be done whenever an addition or
modification is necessary.

Table 3-2

OnDemand Server Administration Quick Guide

Administration
Task

Purpose

More Information

Administrative Tree
Control Location

Create Data-
base Connec-
tions

Add Processing
Connections

Authorize Users

Assign Group
Privileges

Add Folders

Register Docu-
ments and
Repository
Models

Access your
OnDemand
Server

Creates new database
connections

Enables the ODS to
connect to databases

Authorizes new users to
use OnDemand Server, or
authorizes existing users of
the Brio Intelligence
Repository to use OnDe-
mand Server

Assign users to groups,
assigns groups a default
privilege level, and then
associates groups with
registered documents and
Repository Models

Adds additional folders

Registers standard Brio
Intelligence documents
and repository objects for
access through ODS

Logs on to the OnDemand
Server

Create either reposi-
tory or processing
connections

Multiple processing
connections can be
authorized under each
ODS repository con-
nection

Authorize new users
according to the
authentication mode
selected for this
instance of ODS

You can add nested
folders as necessary
to organize docu-
ments

Registers documents
and repository models
to groups

Servers — Add —
Create — OCE Wizard
(see page 5-3)

Server name -

Processing Connec-
tions —

Add (see page 3-6)

Server Name — Modi-
fy » Authentication
tab or User (see
page 3-7)

Server Name —
Groups — Add (see
page 3-9)

Server Name - Docu-
ment — New Folder
(see page 3-11)

Server Name — Add
Document (see
page 3-11)

Server Name — Logon
(see page 3-15)
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OnDemand Server Administration Procedures

[] Note

After initial configuration, use these instructions to administer your
OnDemand Server.

Creating Database Connections

A connection file is a file that retains all the information necessary to logon to a
specific configuration of database and connection API software. In addition, a
connection file retains DBMS-specific connection preferences and even
specifications for automatic access to metadata (Brio Intelligence connection
files only).

The Database Connection Wizard steps you, the administrator, through the
process of creating a connection file. The connection file makes the logon
process easy by capturing connection parameters in a small file and allowing
connection to a data source. The connection file enables a stable connection to
be set up once, and then distributed and reused.

See page 5-3 for directions on using the Database Connections Wizard.

Adding Processing Connections

OnDemand Server uses its processing connections to connect to databases and
refresh documents as directed by the user. Multiple processing connections can
be authorized under OnDemand Server’s repository connection, enabling all
documents to be stored in a centralized repository even when they are
processed against different databases.

Brio recommends that you use two different connection files, one for processing documents
and one for connecting to the repository tables. See Chapter 5, “Connection or OCE Files”.
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To add a processing connection:

Right-click the Processing Connections heading in the Administrative Tree Control, and
click Add.

A dialog box that allows you to select a connection from OnDemand Server’s
Open Catalog Extension directory appears. These connections are stored on
the ODS machine. (Create these connections using the Database Connection
Wizard. See page 5-3 for instructions on using the Database Connection
Wizard.)

Navigate to the desired connection file (.oce) and click Open.

The Add dialog box appears.

Enter the user name and password to access your data on this enterprise database.

The processing connection is now available for use by Brio Intelligence (.bqy)
documents on the Add Document-Connections tab.

Authorizing Users

There are three different user authentication modes: OnDemand Server
Authentication, Database Authentication, and Custom JavaBean
Authentication. See page 1-21 for a complete description of the authentication
modes.

OnDemand Server or JavaBean Authentication

If you are using the OnDemand Server for Authentication—or if you are using
JavaBean authentication—you need to specify the user names individually.
User names and passwords are case-sensitive for certain databases.

See Appendix D, “Custom JavaBean Authentication” for instructions on how
to write a JavaBean.
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[] Note

[] Note

To authorize users:
Right-click on Users in the Administrative Tree Control, and select Add.

Enter the username and password for the person you wish to add in the dialog box and
then click OK.

The new user is added to the Users Administrative Tree Control.

In a BrioOne deployment, users are defined using ONE/Users and the Authentication tab is not
available.

Be sure the Allow access to OnDemand Server checkbox is checked; turning that option off
gives the user access to the Brio Intelligence Repository without enabling access to the larger
OnDemand Server Repository.

Database Authentication
Users are authenticated based on their database passwords.

To add new users:

Select Users under the server where you want to add users and then click Add.

The Configure Users dialog appears.

Select users on the Database Users list to transfer them to the Selected Users list and
click OK when all users are transferred.

3-8
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[] Note

Assign Group Privileges

Individual documents are registered to OnDemand Server groups, each of
which contains one or more users. Each OnDemand Server has a PUBLIC
group, which automatically contains all users.

You can assign users to groups, assign groups a default privilege level (adaptive
state), and then associate groups with registered documents.

To add additional groups, select Groups in the Administrative Tree Control,
and click Add.

Graup I

¥ #llow access to OnDemand Server

Group Mane: IFinance

Default Privilege: IQuery and Analyze j
[ Allow reqisterning documents

I Prompt for databaze logon

Available Users: Usgers in Group:

bzhaw =] drniller =]
bemartzki imartan
crmcintazh kfitzgerald
ding ﬁl kmarzh
jhale zmallone
jemith willyzat
klawrence
mlieu
rithurber ﬁl
pjones
rdirnble
[ [

Cancel | Help |

In a BrioONE deployment, users are assigned to groups using ONE/Users and this screen is
not available. The default privilege for all groups is “View Only”.
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Elements in the Modify or Add a Group dialog box:

Allow access to
OnDemand Server

Group Name

Default Privilege

Allow Registering
Documents

Prompt for Database
Logon

Available Users and
Users in Group

This checkbox identifies the group as having access to the
ODS. Generally this checkbox should be left enabled.

Any descriptive name you give the group. It should be 30
characters or less.

Use this popup to define the default privilege level for
documents registered to this group. Members of this
group are authorized to see each document in the group
unless you specifically override the privilege level for one
or more individual documents.

Use this checkbox to allow members of the group to
register documents to the OnDemand Server from within
Brio Intelligence. Generally, only groups of
administrators or power users should have this capability.

Use this checkbox to define the default behavior for
documents registered to this group. If prompting is
enabled, users are prompted to enter a database
username and password for each request to process a
document. If prompting is disabled, when using Database
authentication, the ODS passes the user’s username and
password to the database as logon parameters. When
using ODS authentication, the ODS automatically logs
on to the database using the username and password that
the administrator used when originally creating the
processing connection.

Use these list boxes to identify which users are part of this
Group. Double-click usernames to move them back and
forth between the two lists.
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[] Note

Adding Folders

You can nest an unlimited number of OnDemand Server documents into
folders and present them to users in a hierarchical format.

To create a nested folder:

Right-click on the folder under the Documents heading in the Administrative Tree Control
where you want to nest the new folder, and select Add Folder.

Enter a unique name and description for the folder.

To create additional folders within folders, repeat these steps.

In BrioOne, folders are created in One/Publisher.

Registering Documents and Repository Models

OnDemand Server serves both repository models and local documents
through the Web.

When users connect to OnDemand Server with a browser, they choose from a
catalog of documents and repository models that the administrator provides.

= Documents are standard Brio Intelligence documents registered for use
with OnDemand Server. A document may contain a full results set as well
as a Data Model and reports. Documents are stored in a documents
directory and located through pointers placed in the repository.

= Repository models are stored repository objects registered for use with
OnDemand Server. OnDemand Server can serve only those repository
models stored in its own Brio Intelligence Repository. Repository models
are physically stored in the repository.
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To register documents and repository models:

1 Right-click on a folder in the Administrative Tree Control and choose Add Document. To
register the object, click the appropriate button.
You are prompted to register either a local document or a repository model
from the Repository.

2 For repository models, choose an available model to register, and skip the next two
steps.

3 For documents, you are prompted to specify the source drive.

4 Select the appropriate source drive:

= Choose From OnDemand Server to select a document from the
Documents directory on the OnDemand Server machine. Use this option
to register any documents you have gathered and placed in the directory.

= Choose From Local Disk to select from a network drive. Use the File Open
dialog box to browse to specific Brio Intelligence documents you would like
to register. Once you select a file, Brio Enterprise Server Administrator
transfers it using TCP/IP to the OnDemand Server Document directory.

5 Enter preferences for the registered object:

» For documents, enter a unique display name for users to identify the
document in the registry. This identifier must be unique across the entire
system.

= Enter a description to identify the contents of the document.
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6 Add or remove groups from the Selected Groups panel to grant access to the object.
Each selected group appears in the panel with an icon that indicates the default access
privilege that members have to the object.

Docunient I Connection ]

File Mame: IItems.bq_l,l Select |

Urigue Mame: IIlems Salez Repart

. . |Thiz is a monthly sales report broken down by praducts sold and [y item =
Deseriptian: names and gales rep. -
Available Groups: Selected Groups:
FPUBLIC
Service

«
[ [
Group Settingz:
Privilege: IE!uer_l,l and Analyze j

¥ Prampt for database logan

ok I Cancell Help |

7 To override default settings for the current document only (if desired):
= Select a group or groups.
= Select an override privilege for the object using the Privilege popup.

= When users of the group view this object, their normal default privileges
will be changed to reflect the override privilege.

= Click Prompt for database logon to require that users supply a database
user name and password to log on to the database when refreshing data or
running a query.

8 Move to the Connections Tab to specify which processing connections to use to process
the document.
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9

10

[] Note

For each query or data model section in the document, select a processing connection
from the connection list.

If the processing connection is not available, create or copy a connection file to
the default connections directory, and add it as a processing connection.

Repeat as necessary to register all the documents and repository models you want to
make available.

Removing documents deletes them from the registry. Removing a repository model un-
registers the model. To remove the model from the Brio Intelligence Repository, first run Brio
Intelligence, then choose Tools->Administer Repository, and delete the model.

Configuring the NT Service for Brio OnDemand Server

On Windows NT systems, you must configure the service to run as the
BEServer account before these modifications can take effect.

To configure the NT service:

1 Open the Windows NT Services Control Panel.

Service E2
Service: Brio OnDemand Server
— Startup Type
ak.
(o Automatic l—l
() I anual Cancel |

' Dizabled Help |

—Log On A
€ Sustem Account

[ Allow Service to Interact with Desktop

% This Account: Iu:u:lserver J

Paszword: I xxxxxxxxxxxxxx

Confirm I xxxxxxxxxxxxxx
FPazzward:

2 Select the OnDemand Server service and click Startup.
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[] Note

On the Service dialog, select the Automatic Startup Type setting to start the NT service
automatically when the NT server machine is booted.Click Startup.

Log on as This Account, using the BEServer domain account name and password you set
up earlier, and click OK (see Create a Network Account for the BEServer on the CD).

Click Start in the Services control panel to start the NT service.

Always use the BEServer account (or the domain user account you have set up for this purpose
if you have given it a different name). Running server components with the System account will
cause problems.

Testing the OnDemand Server Web Site

Your OnDemand Server is now ready to deliver documents to your end users.

Windows NT

To access your OnDemand Server:

Enter the following URL in a Web browser:
htt p:// <ondemand_server _host name>: <port >/ odshtm /bri o. ht m

This displays the OnDemand Server startup page.

Click the logon icon on the top center of the page to bring you to a dialog box to enter
your username and password.

Once you have logged on, a document list appears.
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Sample Startup Script for HPUX
Create a script similar to the following in the / sbi n/ rc3. d directory.

#!/bin/sh

# Brio Startup Script for HP

# set -x # Unconment for debugging

# Setup Environnent (Mke site-specific changes here)

UNI X95=t r ue

export UNI X95

USER=Dbr i 06x

PATH=. : / usr/ hone/ bri 06x/ bi n: / bi n: $PATH
ORACLE_HOME=/| ocal / or acl e8

SHLI B_PATH=/ usr/ honme/ brio6x/lib:/usr/lib
HOVE=/ usr/ hone/ bri 06x

export DI SPLAY USER PATH SHLI B_PATH HOVE ORACLE_HOME

# Start the X Virtual Franmebuffer (Xvfb)

if [ -x /fusr/X11R6/ Xvfb ]; then

echo "Starting up the Virtual Frane Buffer on Screen 1 ..."
fusr/X11R6/ Xvfb :1 -fbdir /tnp >> /var/adm Xvfb.log &

Dl SPLAY=' hosthane': 1. 0

export DI SPLAY

fi

# Start the Brio OnDenmand Server

if [ -x $HOWE/ server/ods.start ]; then

echo "Starting up Brio CDS ..."

su $USER -c "cd $HOVE/ server; nohup ods.start > /dev/null"
fi

exit O

Sample Startup Script for Solaris
Create a script similar to the following in the / et ¢/ r ¢3. d directory.

#!/bin/sh

# Exanple Brio Startup Script for Solaris

# Setup Environnent (Make site-specific changes here)
Xvf bPat h=/ usr/ X11R6

USER=br i 06x

ORACLE_HOME=/ or acl e8
HOVE=/ usr/ user s/ bri 06x
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export XvfbPath USER ORACLE_HOVE HOVE

# Start the X Virtual Franmebuffer (Xvfb)

if [ -x $XvfbPath/Xvfb ]; then

echo "Starting up the Virtual Franme Buffer on Screen 1"
$XvfbPath/ Xvfb :1 -fbdir /tnp >> /var/adm Xvfb.log &
Dl SPLAY=' hostnane': 1.0

export DI SPLAY

fi

# Start the Brio OnDenand Server

if [ -x $HOWE server/ods.start ]; then

echo "Starting up Bri o OnDenand Server"

# Execute ods.start as the Brio User, not as root
su $USER -c " cd $HOVE/ server;ods.start > /dev/null"
fi

exit O

Sample Startup Script for AIX

Create a script similar to the following in the / et ¢/ directory. After you create

the script, add the following line to the end of the / et ¢/ i ni t t ab file

brio:2:wait:/etc/rc.brio > /tnp/brio.out 2>&1

Brio startup script for Al X
cat /etc/rc.brio

#!/bin/sh

# Brio Startup Script

DI SPLAY=sunbird: 0.0
export DI SPLAY

# Start the Apache Wb Server
echo "Starting the Apache Web Server"
/ ext ernal / apache/ bi n/ apachect| start >/dev/null 2>&1

USER=Dbr i 06x

HOVE=/ ext er nal / honme/ bri 06x

BRI OHOVE=/ ext er nal / hone/ bri 06x/ 610
| BPATH=/ ext ernal / hone/brio/lib

export USER HOVE BRI OHOME

# Start Broadcast Server

if [ -x $BRI OHOVE/ bin/bgs.start ]; then

echo "Starting up Brio Broadcast Server"

# Execute bqgs.start as the Brio User, not as root

OnDemand Server Administration Procedures
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su $USER -c "cd $BRI OHOVE/ bin > /dev/nul |
./bgs.start > /dev/null"
fi

# Start the Brio OnDenand Server

# DI SPLAY is not necessary for V6 ODS

if [ -x $BRI CHOVE/ server/ods.start ]; then

echo "Starting up Bri o OnDenand Server"

# Execute ods.start as the Brio User, not as root

su $USER -c "cd $BRI OHOVE/ server; ods.start > /dev/null"
fi

exit O
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ODS.ini File

[] Note

It is generally not a good idea to modify this file directly—the Server
Administrator application handles most changes—but on occasion you may
want to view or modify the INI file. The ODS.ini file (for Windows NT
systems) is stored inthe\ ods_i nstal | _dir\server\ directory. The
ODS.ini file (for Unix systems) is stored in the

/ods_install _dir/server/ directory.

While Brio ONE/ODS stores document information in the repository, it stores
important information about application startup, configuration, log files, and
load balancing in the ODS.ini file on the local disk where the server is installed.

ODS.ini Sample File

Every ODS.ini file will not include all of the lines listed here as many of them
are optional or used only for particular ODS configurations.

For Windows NT Systems

Some lines are too long to fit in this manual without line breaks; however, they each constitute
one line in the ODS.ini file. Within the file, there is no space between the equal sign and the
following characters.

BQ ODS_URL=/ ods-i sapi / ods. ods

BQ PORTAL_SERVI CE=(true/fal se)

BQ_PORTAL_HOSTNAME

BQ_PORTAL_PORT_NUM

BQ_DOCUMENT_DI RECTORY=
C:\Program Fil es\Brio\Brio Enterprise Server
\ Program Documnent s

BQ_OCE_DI RECTORY=
C:\Program Fil es\Brio\Brio Enterprise Server
\ Program Open Cat al og Ext ensi ons

BQ EXEC_PATH=
C:\Program Fil es\Brio\Brio Enterpri se Server
\ Program brioqry. exe

BQ_LOG DI RECTORY=
C:\Program Fil es\Brio\Brio Enterprise Server
\ Server

BQ TEMP_DI RECTORY=
C:\Program Fil es\Brio\Brio Enterprise Server
\ Server\tenp
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BQ_LANGUAGE=en

BQ_MAXI MUM_PROCESS=10

BQ_MAXI MUM_PROCESSI NG_MEMORY=1000

BQ KEEP_TEMP_FI LES=(true/ fal se)

BQ START_LOG=(of f, standard, trace, debug)
BQ TOTAL_PRESPAVWNED PROCESS=1

BQ_CONFI GURATI ON_MODE=( Si ngl e, O uster_Fil es_Synched)
BQ TEMP_DI RECTORY_CLEANUP_PERI OD=(i n mi nut es)
BQ_FI LE_SYNCHRONI ZATI ON_PERI OD=(i n mi nut es)
BQ ADM N_TABLE_OWNER=br i o

BQ _ADM N_USERNAME=syst em

BQ _ADM N_PASSWORD=encrypted string

BQ ADM N_OCE=bri o. oce

BQ USER_AUTH_ MODE=0

BQ USER AUTH_CLASS_NAME

BQ USER_AUTH_HOST_NAME

BQ USER AUTH OPT_STR1

BQ USER AUTH OPT_STR2

BQ PUBLI C_FOLDER_READ_PERM SSI ON=(t rue/f al se)
BQ_PORT_NUM=5500

BQ_NOSYNC_ATTRI BUTES
ODS_LOCAL_AUTH_ACCEPTED=(tr ue/f al se)
ODS_NODE_BY_HOSTNAME=(true/ f al se)
ODS_USERCACHE_POLLI NG _RATE
ODS_USERCACHE_MAX_SI ZE

BQ _VERSI ON_CHECK=t r ue

BQ_VERSI ON_M SNVATCH_MSG

BQ_MAXI MUM_LOG FI LES

BQ _AUDI T_LOG=( on/ of f)

For Unix Systems

Every ODS.ini file will not include all of the lines listed here as many of them
are optional or used only for particular ODS configurations.

BQ ODS_URL=/ ods-i sapi / ods. ods

BQ PORTAL_SERVI CE=(true/fal se)
BQ_PORTAL_HOSTNAME

BQ_PORTAL_PORT_NUM

BQ_DOCUMENT_DI RECTORY=/ export/bri o/ bes/ document s
BQ _OCE_DI RECTORY=/ export/ bri o/ bes/ opencat

BQ EXEC PATH=/ export/bri o/ bes/bin/bq

BQ _LOG DI RECTORY=/ export/briol/ bes/server

BQ TEMP_DI RECTORY=/ export/bri o/ bes/ server/tnmp
BQ_LANGUAGE=en

BQ_MAXI MUM_PROCESS=10

BQ KEEP_TEMP_FI LES=(true/ fal se)

BQ START_LOG=(of f, standard, trace, debug)

BQ TOTAL_PRESPAVWNED PROCESS=1

BQ_CONFI GURATI ON_MODE=( Si ngl e, O uster_Fil es_Synched)
BQ TEMP_DI RECTORY_CLEANUP_PERI OD=(i n mi nut es)

BQ _FI LE_SYNCHRONI ZATlI ON_PERI OD=(i n mi nut es)

BQ ADM N_TABLE_OWNER=br i o

BQ _ADM N_USERNAME=syst em
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BQ ADM N_PASSWORD=encrypted string
BQ ADM N_OCE=bri o. oce

BQ _USER_AUTH_MODE=0

BQ USER_AUTH_CLASS NAME

BQ USER_AUTH_HOST_NAME

BQ USER AUTH_OPT_STR1

BQ _USER AUTH_OPT_STR2

BQ PUBLI C_FOLDER READ_PERM SSI ON=(true/ f al se)
BQ _PORT_NUM:=5500

BQ_NOSYNC_ATTRI BUTES
ODS_LOCAL_AUTH_ACCEPTED=(tr ue/ f al se)
ODS_NODE_BY_HOSTNAME=(true/ f al se)
ODS_USERCACHE_POLLI NG_RATE
ODS_USERCACHE_MAX_SI ZE

BQ _VERSI ON_CHECK=t r ue

BQ VERSI ON_M SMATCH_MSG

BQ_MAXI MUM _LOG FI LES

BQ _AUDI T_LOG=( on/ of f)

Table 3-3 ODS.ini File Line Descriptions

Line Explanation

Specifies the broker URL that facilitates
communi cati on between the web server and
ONE/ ODS (BQ _ODS_URL=/ ods-i sapi / ods. ods or
[ BQ_ODS_URL=/ ods- nsapi / ods. ods] or

[ BQ_ODS_URL=/ ods- cgi / odscgi . exe] for NT
or [BQ ODS URL=/ods-cgi/odscgi] for UN X
Wien Web conponents are on different
nmachines this line nmust be manually con-
figured.

BQ_ODS_URL

BQ_LANGUAGE=en Specifies ONE/ODS language setting option. The default is
English.

BQ_MAXIMUM_PROCESS Controls the maximum number of BQ processes that each ODS
node may spawn. Adjusting this value allows control of machine

resources.
BQ_MAXIMUM_ Specifies the maximum amount of RAM allocated to process
PROCESSING_MEMORY data returned from a database query. Increasing this value can

help performance at the expense of requiring more physical
memory. When the maximum value is reached, the ODS starts
using temporary disk files to manage memory requirements.

BQ_KEEP_TEMP_FILES= Instructs the Server to either delete or keep the temp files it uses

(true /false) when processing documents. For debugging purposes, you may
want to keep the temp files on the server to verify they are being
created correctly. The default is false.
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Table 3-3 ODS.ini File Line Descriptions (Continued)

Line

Explanation

BQ_START_LOG=(off, stan-
dard, trace, debug)

BQ_CONFIGURATION_MODE
BQ_FILE_

SYNCHRONIZATION_PERIOD
=(in minutes)

BQ_ADMIN_TABLE_OWNER

BQ_USER_AUTH_MODE=0

BQ_NOSYNC_ATTRIBUTES

ODS_LOCAL_AUTH_
ACCEPTED=(true/false)

ODS_NODE_BY_HOSTNAME
=(true/false)

0DS_USERCACHE_POLLING
_RATE

0DS_USERCACHE_MAX_
SIZE

Instructs the Server to generate a specific type of log file:

The off setting turns the logging service off.

The standard setting generates standard error messages only.
The trace setting writes all events that occur to the log file.
The debug setting turns on logging for ODS Java.

See “Load Balancing Configuration Notes” on page 3-24

Specifies the number of minutes between the node synchroniza-
tion process. The default is 60 minutes. Changing this value is
rarely necesssary as normal administration activity takes care of
synchronization.

Specifies the database owner of the OnDemand Server reposi-
tory tables. This setting is blank if the database your repository is
installed on does not require or support owner names. Oracle
databases require all upper case characters for owner names.

Corresponds to the Authentication mode the OnDemand Server
uses. A value of 0=OnDemand Server authentication, 1=Data-
base authentication, 2=Brio.Portal authentication, 3=Custom
Method authentication. Do not change this setting manually;
always use the GUI.

Lists user specified ods.ini file lines of attributes that are not to
be synchronized.

Allows or does not allow local authentication to be used. The
default (false) is more secure because it does not accept the
locally stored password. If authentication fails, the user is
prompted for a password. For Windows systems, user profile
information is locally stored in the registry (see page 4-25.)

Supports the use of either a host name or an IP address for rout-
ing. The default (false) instructs the ODS to use IP addresses.

Specify in minutes how often the cache should be checked
against the maximum size set in ODS_USERCACHE_MAX_SIZE.
If the maximum size is met or exceeded the user's cache is
cleared.

Specify in number of megabytes the maximum size allowed for
the user's cache. If the maximum size is met or exceeded the
user's cache is cleared.
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Table 3-3 ODS.ini File Line Descriptions (Continued)

Line Explanation
BQ_VERSION_CHECK= Checks the server version number with the client version number.
true/false Default is true, check version number. Returns the following error

message: “ODS server version mismatch with client; y.y.y.y ODS
expects client with version x.x.x.x and above. Please check your

installation.”
BQ_VERSION_ Appends an error message to the standard error message allow-
MISMATCH_MSG=error_ ing users to provide contact information when the version
message numbers between the server and client do not match.

BQ_MAXIMUM_LOG_FILES  Controls the maximum number of back-up log files saved for the
ODSNode.log and the ODSManager.log.

BQ_AUDIT_LOG= (on/off) Instructs the Server to create an audit file or not. The default is
set to on.

Clearing the Node’s Cache

The ODSNode process caches the list of documents accessible to each user
upon login. This improves performance on subsequent requests by the same
user, however, the ODSNode process grows in size when many users are
logging into the ODS. To improve performance, the cache can be cleared using
the following ODS.ini parameters:

ODS_USERCACHE_POLLI NG RATE (m nut es)

CODS_USERCACHE _MAX_SI ZE (megabyt es)

These parameters are not in the ODS.ini file by default.

To clear the cache;

1 Set the following two parameters in the ODS.ini file:

s ODS USERCACHE PCLLI NG RATE (m nutes) — This paraneter
sets the interval the heap size will be checked.

» ODS_USERCACHE MAX Sl ZE (megabytes) — The cache will be
cleared when the used memory (but not the total memory) is equal to or
greater than 80% of the user specified max cache size.

2 Restart the OnDemand Server.
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Example With the following settings, the OnDemand Server will create a process that
checks the node’s heap size every 10 minutes and clears the cache the used
memory is equal to or greater than 52.2MB (64MB x .80).

ODS_USERCACHE_POLLI NG RATE = 10
ODS_USERCACHE_MAX_SI ZE = 64

Load Balancing Configuration Notes

In a load balancing configuration, all database configuration information
needs to be replicated across all machines. Configuration information such as
ODBC data source names, Oracle host name information, and Open Client
host information needs to be replicated (replication) identically across all
machines, since all machines use the same OCE files to connect, and this
information is stored inside the OCE file.

The I NI file entry BQ _CONFI GURATI ON_MODE controls load balancing
configuration for each machine. There are two options:

= Single — Installation without load balancing

» Cluster_Files_Synched - Installation utilizing load balancing

withthe O ust er _Fi | es_Synched option, all documents and OCEs
are synchronized, from the manager to the nodes, at various times:

o Upon node startup

o Atan interval (in minutes) defined by the
BQ FI LE_SYNCHRONI ZATI ON_PERI OD field in the ODS.ini file

o Whenever a new document or OCE is registered to the manager
through the Server Administrator or Brio Intelligence

Inthed ust er _Fi | es_Synchedp load balancing configuration, parts of
the ODS.ini file need to be synchronized across the multiple machines.
Entries in the ODS.ini file fall into two categories:

o Entries read from the local machine and not synchronized from
manager to all nodes

o Entries determined by the manager machine (and, therefore,
synchronized)
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Local Node Machine Entries

You cannot use a GUI (Graphical User Interface) to modify ODS.ini file
entries local to the node machine; the Server Administrator communicates
only with the manager and the ODS.ini file on the manager’s system.

The following values are set with defaults or install parameters during
installation. If they need to be modified, you have to do it by hand with a text
editor. By default, these settings are local and will not be synchronized:

BQ_DOCUMENT_DI RECTORY
BQ_OCE_DI RECTORY

BQ EXEC_PATH

BQ_LOG DI RECTORY

BQ TEMP_DI RECTORY
BQ_LANGUAGE

In addition, you can “localize” the following entries by including them in the
BQ NGOSYNC_ATTRI BUTES setting, in which case, they will be set manually on
the node machine and not synchronized with the manager. This allows for
machine-specific settings in areas such as BQ_MAXI MUM_PRCCESS. The
following settings will be synchronized by default unless you specify otherwise
in the BQ_NOSYNC_ATTRI BUTES setting:

BQ_MAXI MUM_PROCESS

BQ KEEP_TEMP_FI LES (true/fal se)

BQ_ MAXI MUM_PROCESSI NG_MVEMORY

BQ START_LOG (of f, standard, trace, debug)
BQ TEMP_DI RECTORY_CLEANUP_PERI OD (i n m nut es)
BQ TOTAL PRESPAVWNED PROCESS

BQ AUDI T_LOG (on/ of f)

Manager Machine Entries

Manager machine entries are synchronized when one of the following events
occur:

= Changes are made by the Server Administrator

= Interval defined (in minutes) by the
BQ _FI LE_SYNCHRONI ZATI ON_PERI OD ODS.ini file setting

= Node startup

BQ_CONFI GURATI ON_MODE (Si ngle, duster_Fil es_Synched)
BQ_FI LE_SYNCHRONI ZATI ON_PERI OD (i n mi nut es)

BQ ADM N_TABLE_OWNER

BQ_ADM N_USERNAME

BQ_ADM N_PASSWORD

BQ_ADM N_OCE

BQ_USER_AUTH_MODE
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BQ USER AUTH_CLASS_NANME
BQ USER_AUTH_HOST_NAME

BQ USER_AUTH_OPT_STR1

BQ USER_AUTH_OPT_STR2

BQ_PUBLI C_FOLDER _READ_PERM SSI ON
BQ_PORT_NUM

BQ_NOSYNC_ATTRI BUTES

ODSCGL.ini File for UNIX Systems

ODSCGL.ini is used by the Web server to direct requests to the correct
OnDemand Server port. The file is written (or updated, in an upgrade) by the
installer when it runs the following script:

BRI O HOVE/ server/ods_web_config

The install writes the ODSCGlL.ini file in the /etc directory, or adds to it if this
is not the first OnDemand Server on the system.

The following is a sample ODSCGlL.ini file for a machine with multiple
OnDemand Servers. The “:” and the “=" signs are the delimiters.

# cgi _directory: web_server_port =ods_host: ods_port

/ ods- cgi : 4003=dust er: 5500

/ ods- cgi : 4004=dust er: 5500
/ ods- nsapi : 90=dust er: 3300

The following is an explanation of the above sample file:
= The first column is the Web component type (CGI or NSAPI).

= The second column is Web server port. It must be unique on the machine.
The Web server host name is not specified because it is implied by the
machine that has the file. This port is used by the OnDemand Server for
processing queries, logon, and downloading documents.

= The third column is ODS host name.

= The fourth column is the ODS port. The ODS port does not need to be
unique on the machine, since you can configure two \Web servers to access
the same ODS. The second port number (5500 and 3300, in the example) is
used by users to connect to the OnDemand Server from the Web.

In the ODSCA . i ni you can have multiple mappings from a virtual path to
the OnDemand server, for example:

/ ods- cgi : 80=dust er: 5500
/ ods- nsapi : 80=dust er: 5500
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|:| Note The installer overwrites duplicate entries (where the Web server port is a duplicate).

The following line specifies in what language the error messages appear. (In
the example, _en stands for English.)

ODS| 18N=/ bri oone/ ods/ server/ nessages/ odsi 18n_en. properties

Always overwrite this when you do a second install on one machine. There
should only be only one line of this type if all your ODS installations are in one
language and are the same version.

Log Files

There are several options available for logging. You can enable logging with
standard error messages only, or with a full trace of all events that occur.

ODS Java

For ODS Java, you can specify logging service by individual component, as
described briefly in the following paragraphs:

Process Factory

To turn logging on for the process factory, use the following flag on a
command line:

<process factory exec path> -d[0, 1, 2] <arguments>

where 0 = off, 1 = standard error messages, and 2 = full tracing.

ODS Logging
To start either an CDSManager . | og or an ODSNode. | og, change the line
BQ STARTLOGIn the ODS.ini file.

BQ START_LOG=[ of f, standard, trace, debug]
See Table 3-3 on page 3-21 for a description of the above ODS.ini line.

[[] Note Youmust restart the OnDemand Server for these changes to take effect.
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[] Note

CGlI for Windows NT Systems
Add the following entries to the registry, under Broker:

Log_Mdde: [of f, standard, trace]
Log_File_Nane:<log file name>

The log file name will usually be something like pd: \ t enp\ ODSCG . | og

CGlI for UNIX Systems
Add the following entries to the / et ¢/ CDSCA . i ni file:

Log_Mdde: [of f, standard, trace]
Log_File_Nane:<log file name>

The log file name will usually be something like / t mp/ ODSCQ . | og

You must restart the OnDemand Server for these changes to take effect.

Back-up Log Files

The OnDemand Server maintains the last 5 log files by default for the
ODSNode.log, the ODSManager.log, and the ODStartup.log. Use the

BQ MAXI MUM _LOG _FI LES parameter in the ODS.ini file to set the desired
number (for the ODSNode.log or the ODSManager.log) of back-up log files.
The back-up log file naming convention is: logFile.log (most recent),
logFile_1.log, logFile_2.log, so on. When the maximum number of log files is
exceeded the oldest log file is overwritten.

Audit Log File

The audit log file (called ODSNodeAuditLog.txt) is a new feature of
OnDemand Server 6.5. This file captures three OnDemand Server operations
(authentication or login, retrieving a document, or processing a query) in
order to help you understand the usage and performance of your OnDemand
Server. The fields in the log file are delimited by a tab. The audit log file
(Figure 3-1) contains the following information for each operation:

= Start time - DD-MM-YYY HH:MM:SS
= Endtime - DD-MM-YYY HH:MM:SS
= Login ID of the current user - BRIOUSER cookie value
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= Operation type - authenticate, retrieve document, or process query
= Document - document unigue name
= Proc_Num - description of the local BQ daemon

= Node - hostname or IP address of the Brio OnDemand Server

Bl 0DSModeAuditlog.txt - Notepad =l B3
File Edit Search Help

Start TS End TS User Operation Document Proc_Hum Hode ;l
B6-06-2861 14:48:52 B6-06-28081 14:48:54 brio Authenticate Hone BQServer_1 aliu nt

B6-06-2801 14:48:57 B6-06-2081 14:48:58 brio Retrieve Document Testpost BOServer_1
B86-86-28081 14:49:08 B86-86-28081 14:49:08 brio Retrieve Document Testpost BOServer_1 .
B6-06-2001 14:49:24 B6-06-2881 14:49:25 brio Retrieve Document Bookmart Sales History BQServer
B6-06-2861 14:49:25 B6-06-2081 14:49:26 brio Retrieve Document Bookmart Sales History BQServer
87-86-2881 15:16:51 87-86-2881 15:17:04 brio Authenticate Hone BQServer_2 aliu nt

87-86-2881 16:085:82 87-86-2881 16:085:05 servlab Retrieve Document process1888 BOServer_2
B7-86-2881 16:05:86 87-86-2881 16:085:06 servlab Retrieve Document process1888 BOServer_2
87-86-2881 16:085:22 87-86-28081 16:85:24 servlab ProcessQuery process18688 BOServer_1 aliu_nt
87-86-28081 16:85:24 87-86-2881 16:085:26 servlab ProcessQuery process18688 BOServer_1 aliu_nt
87-86-2881 16:085:27 87-86-2881 16:085:28 servlab ProcessQuery process18688 BOServer_1 aliu_nt
87-86-2881 16:085:29 87-86-28081 16:85:38 servlab ProcessQuery process18688 BOServer_1 aliu_nt
87-86-2861 16:085:31 87-86-28081 16:085:33 servlab ProcessQuery process1088 BOServer_1 aliu_nt
87-86-26801 16:85:33 87-86-26801 16:085:35% servlab ProcessQuery process18680 BQServer_1 aliu_nt
87-86-26001 16:085:36 87-86-26801 16:085:37 servlab ProcessQuery process18680 BQServer_1 aliu_nt
87-86-26001 16:085:38 87-86-26001 16:085:48 servlab ProcessQuery process18680 BQServer_1 aliu_nt
87-86-26001 16:085:48 B7-86-26801 16:05:42 servlab ProcessQuery process18680 BQServer_1 aliu_nt
87-86-26001 16:085:43 B7-86-2001 16:085:44 servlab ProcessQuery process18680 BQServer_1 aliu_nt

4] | AP

[] Note

Figure 3-1 Sample ODSNodeAuditLog.txt File

In a BrioOne deployment the Login ID of the current user is the usrsrv value.

The BQ_AUDI T_LGGsetting synchronizes in the ODS.ini from the ODS
manager to the ODS nodes by default. You can override this default by listing
BQ AUDI T_LQOG as an entry in the BQ NOSYNCH _ATTRI BUTES list. See
“Local Node Machine Entries” on page 3-25 for more information on the
BQ NCSYNCH ATTRI BUTES entry in the ODS.ini file.

Because the log files are for individual nodes you need to combine the separate
audit logs or load the data into a database before importing the data into Brio
Intelligence for analysis.

The audit log file is created in the log directory specified in the
BQ _LOG DI RECTQRY entry in the ODS.ini file.
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Process Multiplier

The process multiplier provides the ability to simulate load testing. The
OnDemand Server performs each request it receives as many times as the
ODS_PROCESS_MULTIPLIER variable is set for. This action allows a single
client machine to trigger a large number of processes. The success or failure of
each process is logged in the ODSCGl.log file.

To set up the process multiplier:
For Windows NT, set the value (between 0 and 10,000) of the process multiplier in the registry:
[HKEY_LOCAL_MACHINE\NSOFTWAREN\\Brio Enterprise Server\6.0.000\Broker]
ODS Process Multiplier=10
For UNIX, set the value (between 0 and 10,000) of the process multiplier in the ODSCGL.ini file:
ODS_PROCESS MULTI PLI ER=10

Multiple GET Requests from Internet Explorer

Internet Explorer makes multiple GET requests when a BQY document is
loaded into the plug-in. To improve the performance of the OnDemand Server
the Web broker code was changed to ignore these multiple requests. Ignoring
these requests can cause problems in some versions of Internet Explorer. If you
have problems loading documents from your plug-in set the following
parameter to true (the default is false):

For Windows in the registry:

[HKEY_LOCAL_MACHINE\NSOFTWARE\Brio Enterprise
Server\6.0.000\Broker] Enable_Multiple_Reques
ts=true

For UNIX in the ODSCGlL.ini:

Enable_Multiple_Requests=true

|:| Note In BrioONE mode, when accessing documents registered prior to 6.5, you may see multiple
GET requests from Internet Explorer. To increase the performance, you can either re-register the
old documents, or update them (for example, by changing the users/groups that access the
document) from the ODS Administrator.
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Summary

This chapter summarizes the configuration and administration tasks for the
OnDemand Server, and describes in detail the administration tasks using the Brio
Intelligence Server Administrator or the ODS.ini file.
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OnDemand Server Web Site

Users connect to OnDemand Server through an HTML directory, similar to a
Web site, which authenticates their access privileges and displays the contents
of the OnDemand Server registry (see “Security” on page 1-17).

The HTML directory also contains optional Zero Administration update
technology for automatically installing and upgrading Brio client software.

This chapter contains the following sections:
=  OnDemand Server Web Site

= Zero Administration
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OnDemand Server Web Site

U Tip

The OnDemand Server Web site consists of a series of HTML pages distributed
across the OnDemand Server and the Web server. You can add content or
customize the appearance of any of these pages as long as the basic structure of
the pages is not changed.

It is recommended that you use a plain text editor for Web page modification.
GUI-based Web authoring tools may have adverse affects on the JavaScript
code. You should only change these files if you are experienced at HTML
coding.

Customizing the OnDemand Server

The Brio OnDemand Server uses HTML files with JavaScript to control the
login process and to make authorized documents available to the user. The
appearance and behavior of the OnDemand Server can be changed by
modifying the default or the sample HTML files, or by developing your own
HTML files.

OnDemand Server Default User Interface

The default interface discussed in this section is that of the stand-alone version
of Brio Intelligence. Three HTML pages comprise the user interface of the
OnDemand Server. The pages are the start page (bri o. ht ), the logon page
(changepwdl. ht m ), and the document list page (r eportlist. htm).
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@ hitp: / fhoffman_nt/odzhtml/brio. html

OnDemand Server
CUSTQIVIER .. Simply Powerful

Business Intelligence
3 I [=1 E5

on offers

o Integrated query, OLAP &
Tx240 g 4 ¥

reportin
& Report Catalag khly call reports .p g
~0 analysis |bled service e Client/server & Web
{1 Performance Indicatars o Powerful, yet easy to use

{1 sales
Phg Bookmart Sales Histaory g questions or
B Inventory Levels by have with

! : : : ou will be
What's Mew in Brio Enterprise
T Fal support
informatian. Usarname [brio |

T — e = ]
Search Descriptions Also otes for ideas, --

. bchooting tips
View Docurment Icon Legend :
rprise Servers Change Passwaord

I Training Information
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A fourth page, which is optional, is the user preferences page
(user.prefs.htm).

/J OnDemand Server User Preferences - Microsoft Internet Ex... [I[=] E3

ser rererences

CnDemand Server Appearance:
& Separate Windows (recommended)
' Frame Style (5.5 Classic)
Into what size window should the Brio documents be loaded?
© Full Screen
® Browser Window Size
Cpen multiple documents into:
& Multiple Windows
' Single Window

Brio License Agreement

Customizing the HTML Pages

There are several ways to customize the HTML pages to meet your company’s
needs.Very simple changes can be made to the default start page (see the
following section for instructions). For more extensive modifications use one
of the three sample HTML code files as a template (see page 4-5 for
instructions). Alternately, you can develop your HTML pages from scratch (see
page 4-12 for guidelines).

OnDemand Server Default Start Page

The Show Document List and Logon buttons, used to access Brio Intelligence
documents through the OnDemand Server, are the only required elements on
the start page. While you cannot remove these buttons, you can customize
their appearance. All other elements can be removed or modified. For
example, you can insert your company logo, replace the Brio content with
your company content, and select the correct Web broker type.

To customize the default start page (\ \ HTM.\ bri o. ht m ):
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Copy the \\HTM.\ bri 0. ht m into \\HTM.\ newst art . ht m .

Making your changes in a different file safeguards your changes when you
update the OnDemand Server.

To change the logo and its link, edit this line of code in the
\\ HTM.\ newst art . ht m file.
<td w dt h="586"><nobr ><a href="http://ww. bri o. com'><i ng

SRC="/ odsi mage/ start.page/l ogo_left.gif" WDTH="189"
HEl GHT="75" BORDER="0" al t ="www. bri o. con' ></ a><i ng

To replace the Brio content with your content, modify or delete the code between these
lines:

<tr> <l--left side gray border of docunent space. Creates 3D
effect -->

'<!--Left hand gray border. G ves data area a 3D effect -->

See page 27 for a complete copy of the \\ def aul t\ bri o. ht M\ file.

To select the Web broker type, uncomment the appropiate code line.

/1 global variables

/1 uncommrent one of the follow ng, depending on what Web Broker
nodul e you have install ed

BrioStartURL = "../ods-isapi/ods.ods" // isapi

/1 BrioStartURL "..lods-nsapi/ods.ods"// nsapi

/1 BrioStartURL "..lods-cgi/odscgi.exe" // cgi on w ndows

/1 BrioStartURL "..lods-cgi/odscgi"// cgi on unix

Save\\htm \ newstart. htnl.

To run the OnDemand Server, replace bri o. ht mi in the URL with your new file,
newstart. htnl.

http://<ondemand_server _host name>: port _nunber/ odshtm / newstart.
ht m

Sample HTML Pages

Brio provides three different sample HTML code files for you to use as
templates for your customizing effort. Each sample code file, floating window,
framed window, and simple list, provides a different look for the OnDemand
Server while including all the elements, the required buttons, and the necessary
links between the files to use the OnDemand Server.

The characteristics of the sample code files are listed in Table 4-1.
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Brio Software: OnDemand Server - Microsoft Internet Explorer !E[ E

J File Edit “iew Favortes Tools  Help |
D AN I
Back Fanyard Stop  Refresh  Home Search Favorites

JAgdress I@ http: 4 fihoffman_nt/oadshtml/inzight2000. loating, html j @Go |JLinks

[Insert Title Here] [~
Show Doc List
IT User Prefs
Mew Logon
|@ Done ’_’_ 25 Local intranst i
Figure 4-1 Floating Window Sample Start Page

<} [Insert Title Here] - Microsoft Internet Explorer [_ (O] %]

J File Edit “iew Favortes Tools  Help |
4=I @ &y ¥

j Back y Fanyard : Stop  Refresh  Home Search Favorites

| Addhess [@] hitp: /#ihoffman_nt/odshiml/insight2000.framed himl || (@ Go |JLinks

-

[Insert Title Here] [~ [Inzert Title Here]

Show Doc List

@

Wszer Prefs

@ =

Mew Logon [~
|@ Done ’_’_ 25 Local intranst i

Figure 4-2 Framed Window Sample Start Page
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3 Brio Software: OnDemand Server - Microsoft Internet Explorer !E[ E
J File Edit “iew Favortes Tools  Help |
D AN B I
Back Fanyard Stop  Refresh  Home Search Favorites
JAgdress I@ http:.-".-"ihoffman_nt.-"odshtml.-"insight2DDD.simple.list.htmlj @GD |J Links
[Insert Title Here]
Show Doc List
Mew Logon
|@ Done ’_’_ 25 Local intranst i

Figure 4-3 Simple List Sample Start Page

Table 4-1 Characteristics of the Sample HTML Files

Sample File Name Characteristics

Insight2000floating Document list uses nested folders
Provides button for user preferences
May use a single window or multiple windows to display
documents

Insight2000framed Document list uses nested folders
Provides button for user preferences
May use a single window or multiple windows to display
documents

Insight2000simple.list Document list has no nested folders
Document replaces the document list in the open window
Does not provide button for user preferences

Customizing the OnDemand Server
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Sample HTML Pages: Example

To customize the look and feel of the OnDemand server using the
i nsi ght 2000. f1 oat i ng pages:

1 Download the sample code file, | nsi ght 2000 - Customi zi ng the ODS -
sanple files.zip,located at
ftp://ftp.brio.com pub/insight2000.
2 Back up your existing filesinthe \\Bri o Ent er pri se Server\ server\ ht ni
directory.
3 Extract the files in | nsi ght 2000. zi p.
Choose C: \ and the files will automatically unzip in the\\ Bri o
Enterprise Server\server\htm directory.
[EN Exploring - Html [_ (O] %]
J File Edit “iew Go Favoites Tools Help |
& .02 | ¥ X .
Back Farward Up Cut Copy Paste Undo Delete  Properties Wiews
J Address ID C:A\Program Files\Brio%Brio Enterprise Server\Server\HT ML j
Falders * || Mame | Sizel Tupe | Modified -
E1-_3 Program Files «| |3 classic File Falder 12/6/00 4:25 PM
-3 Adobe (23 default File Falder 12/6/00 4:25 Ph
{1 Adobe Type Manager @ insight2000.floating File Falder 12/411/00 9:31 Ak
EID Erio @ insight2000. framed File Falder 12412/0011:31 Ak
£ Brio Enterprise Server @ insight2000. simple. list File Falder 12/412/00 2:39 P
-3 Program = (20 newestart File Folder 12/13/00 4:54 PM
g Samples [ zeroadmin File Folder 12/5/00 4:25 PM
B0 Server &1 bria.html 19E  Microsoft HTML Doc...  12/7/00 10:22 &M
clear.cookies. html 2KE  Microsoft HTML Doc... 9411400 11:22 PM
Dg ES & insight2000 floating. iml KB Microsoft HTML Doc...  12/14/00 317 PM
ol £l @ L .
H . insight2000. framed. html 1KB  Microzsoft HTML Doc...  5/7/001:23 PM
. ]
8 A &Y insight2000 hramed left hirl BKB  Microsoft HTML Doc.. 5/7/00 346 PM
[ insight2000.floating @ ingight2000.framed.right. html 1KB  Microzoft HTML Doc...  5/7/0012:10 P
-2 insight2000.framed @ ingight2000. gsimple. list. html 8KB  Microzoft HTML Doc... 5/10/00 11:58 Ak
230 insight2000. simple.lis @ insight2000. uzer. prefs. html 10KE  Microsoft HTML Doc...  5/7/00 10:55 Ak
20 newstart &1 license.himl 9B Microsoft HTML Doc... 9411400 11:22 PM
D zeroadmin @ logon. html 3B Microzoft HTML Doc... 9/11/0011:22 PM
-0 HTML_I1EN @ newstart. hitml BKB  Microzoft HTML Doc...  12/14/0010:49 Ak
-2 Images @ postlogan. html 3KB  Microsoft HTML Doc...  9A11/0011:22PM |
[ |zapi @ uzer. prefz. help. html 4KB  Microzoft HTML Doc... 9/11/0011:22 PM
| {11 Messages | _ILI ﬁ uzer. prefz. himl KB Microgoft HTML Doc... 9/11/00 11:2I2 F'M_ILI
4 » 4 »

|21 object(s)

|88.4KB [Disk free space: 3.62GE]

|_§‘ My Computer

i

Edit the i nsi ght 2000. f 1| oati ng. ht m file by adding content about your
company between the double <br > and the end body tag, </ body>.
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<body>

<cent er ><strong>

Vel cone to | nsight 2000
</ cent er ></ strong>

<br>

<br>

<a href="javascript: showDocLi st ()"
onMouseOver="return set Status(’ Show Docunment List’)"
onMouseQut="return setStatus(’’)">
<img SRC="/odsi mage/ extras/icon_reports.gi f" BORDER="0" alt="Show
Docunent List"> Show Doc List</a>
<br ><br >
<a href="javascript: showdserPrefs()"
onMouseOver="return set Status(’ Set OhnDemand Server User Preferences’ )"
onMouseQut="return setStatus(’’)">
<i mg SRC="/odsi mage/ extras/icon_tools.gif" BORDER="0" alt="User
Pref erences"> User Prefs</a>
<br ><br >
<a href="javascript: show,ogon()"
onMouseOver="return set Status(’ OnDemand Server Logon' )"
onMouseQut="return setStatus(’’)">
<img SRC="/odsi mage/ extras/icon_gears.gif" BORDER="0" alt="New
Logon"> New Logon</a>
<br ><br >
Add content about your conpany here
Add |inks to useful sites. <a href="http://ww.brio.com news_events/index. htm "
_blank>Bri o News Events</a>
</ body>
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3 Brio Software: OnDemand Server - Microsoft Internet Explorer M=l E3

J File Edit “iew Favortes Tools  Help |
L ¥
D o | QA 6 S
Back Fanyard Stop  Refresh  Home Search Favortes  Higtory
JAereSS I@ http: #Ajhaffrman_ntAadshtrl/insight2000. Aoating. html j @Go |J Lirks
[Insert Title Here]
Show Doc List
IT User Prefs
Mew Logon
Add content about your company here.
Add links to usefil sites. Brio Mews Events
|@ ’_’_ 25 Local intranst i

5 Editthe\\ ht m \'i nsi ght 2000. user . prefs. ht ni file to delete the Insight
2000 Framed Document List option on the Users Preferences page.

Comment out the following code.

<t--//11l/] Add the insight2000.franed Style choice-->
<tr valign="top">
<td w dt h="49% ><i ng
src="/ odsi mage/ start. page/ spacehol d.gi f" w dth="1"
hei ght ="1"></t d>
<td wi dt h="96% hei ght="10">
<i nput type=radi o name=vi sual style
val ue="i nsi ght 2000. f r amed" >
I nsi ght 2000 Franed Document List</td>
</tr>
<l--//11l/lEnd of Add the insight2000.franmed Style choice-->
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/J OnDemand Server User Preferences - Microzo... [H[=] B3

ser

OnDemand Server Appearance:

' Frame Style (5.5 Classic)

rererences

& Separate Windows (recommended)

' Insight 2000 Floating Document List

Check that the links of the files in the Insight2000 floating directory listed in Table 4-2

have been changed to use the | nsi ght 2000. f | oati ng. ht m file and the
Insight2000 floating directory.

If the links are not changed, the \\ ht m \ def aul t\ files will be referenced
instead of the \\ ht m \ i nsi ght 2000f | oat i ng\ files.

Table 4-2 Changed Pointers
HTML File (Insight2000floating
Link Old value New Value Directory)
HTM.file=  “defaul t\... “i nsi ght 2000. Logon - 2 places
floating\... Logon.changepwd - 2 places
Logon.changepwd2.html -
place
Logon.normal - 1 place
wi ndow. (“\odshtm (“\odsht m Postlogon - 3 places
open [defaul t\. .. \'i nsi ght 2000. Reportlist - 4 places
floating Reportlist.footer - 1 change
src= “\ odsht m “\ odsht m Reportlist - 3 places
\defaul t\. .. \'i nsi ght 2000.

floating

To run the OnDemand Server using Insight2000floating pages, replace bri o. ht m

i n the URL with your new start page, i hsi ght 2000f | oati ng. ht m .

http:// <ondemand_ser ver _host nanme>: port _nunber/odshtm /in

si ght 2000f | oati ng. ht mi

Customizing the OnDemand Server
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Specific Modifications

To force all users to use the same look:

On the start page (for example, the bri o. ht m ori nsi ght 2000f | oat i ng. ht m , comment out all
three instances of the line, var prefl ook = get Cooki e(“bri oodsprefl ook="), andadd the
line, preflook = "“insight2000.fl oating”.

To disable zero administration:

In\\Def aul t\reportlist.htm\\ commentout the call to zer oadm nMai n().

U Tip

Developing HTML Pages from Scratch

Most of the Brio HTML pages for the OnDemand Server are standard HTML
and Javascript code. Creating your own HTML pages requires ability to work
with HTML coding, Javascript coding, the file structure of the Brio HTML
pages, and the special ODS tags.

This section provides information on the minimum code requirements to run
the OnDemand Server, how the Brio HTML pages work, and the purpose of
the ODS tags.

Minimum Code Requirements

The following two files, logon.html and postlogon.html contain the minimum
code to perform basic OnDemand Server functions. To bypass the Brio
installed HTML files place these files in the HTML folder and access the
OnDemand Server using the following URL:

http://<ondemand_server _host name>: port/ ods-i sapi / ods. ods

The Brio default pages and sample HTML code pages have JavaScript in them
to validate the input fields.

4-12
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Logon.html

<HTM_>

<body>

<FORM METHOD=POST ACTI ON=<ODSLogonMet hodTag>><br >

Usernane: <I NPUT NAME="“User nane” TYPE=t ext MAXLENGTH=30 S| ZE=15>
<BR>

Password: <I NPUT NAME=“ Password” TYPE=password MAXLENGTH=30
S| ZE=15>

<BR>

<|I NPUT NAME=“OK’ TYPE=submt VALUE=" LOG IN “>

</ FORM>

</ body>

</ HTM.>

Postlogon.html

<HTM_>
<ODSDoclLi st Tag>
</ HTM.>

Thei nsi ght 2000. si nple. list.htm fileand

i nsi ght 2000. si npl e. | i st directory isanother place to start. These pages
contain all of the Brio written functions except the folder tree document list
and the option page for user preferences.

HTML Pages Installed with OnDemand Server

The OnDemand Server Web site consists of a series of HTML pages distributed
across the OnDemand Server and the Web server. The HTML pages are
divided into two categories, pages containing ODS tags (referred to in older
Brio documentation as dynamic HTML pages) and pages containing no ODS
tags (referred to in older Brio documentation as static HTML pages).

When the OnDemand Server and the Web server are installed on one
machine, all the HTML files reside in the HTML directory on the ODS node.
The OnDemand Server sets up virtual directories (also known as document
directories or directory mappings) on the Web server . The virtual directories,
odsht mi and odsi mage, point to a set of HTML files without ODS tags
installed in Program Fil es\ Bri o\ Bri o Enterprise
Server\server\htni.
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J File Edit “iew Go Favoites Tools Help ﬁ
= 4 ‘ X .
Back Fonward Up Copy Paste Undo Delete  Properties | Views
J Address ID C:%Program FilezBrio\Brio Enterprize ServeriServeryHTML j
Folders ® | | Mame | Sizel Type
-3 Program Files | (22 classic File Falder
B0 Adobe (2 default File Falder
-{Z7] Adobe Type Manager (23 zeroadrmin File Falder
EID Brio @ b htrnl 19E  Microsoft HTML Doc...
10 Brio Enterprise Server @ clear. cookies. html 2KB  Microzoft HTML Doc..
&0 Program i KB Microsoft HTML Doc...
(20 Samples & KB Microsoft HTML Doc...
=3 59'\"9'_ @ pastlogon. html 1KB  Microzoft HTML Doc...
- Cai @ uzer.prefz. help. html 4KB  Microsoft HTML Doc..
Elg ﬁltanflses &1 user. prefs. himl 9KE  Microsoft HTML Dae...
: {1 classic
{3 default
{1 zeroadmin
- HTML_I18N
F-C3 Images
D |zapi
1 Messages
D temp
-1 WebClients
23 Uninstall
{21 Brio.Insight
B2 BrioGQuery
#1771 Camman File: 1 I

|10 object(s) |40.3KB [Disk free space: 3.35GE)

|_§‘ My Computer

When the Web server and the OnDemand Server are installed on separate
machines the HTML files with ODS tags reside on the ODS node, while the
HTML files without ODS tags reside on the Web server. The HTML files
without ODS tags are also mapped to the virtual directories, odsht mi and

odsi mage, on the Web server.

[] Note

If using an Apache Web server see the BrioFAQ, How do | configure an Apache Web server on

Windows NT or UNIX? (Ref. #000410-0000), located at ht t p: / / www. bri o. com
support _services/techni cal _support/index. htn.

HTML Files with ODS Tags

The OnDemand Server reads the files, interprets the special tags, and replaces
them with user-specific information. For example, the server dynamically
replaces the special ODS tag, <ODSDOCLi st Tag>, with the list of files a
particular user is allowed to access. The OnDemand Server performs this
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replacement as it returns the HTML page to the user’s browser. See
“Understanding the OnDemand Server Tags” on page 17 for descriptions of
the ODS server tags.

Table 4-3 lists the HTML files from the def aul t directory that contain ODS
tags.

Table 4-3 HTML Files with ODS Tags

File Name (.html) Location ODS Tag in the File Purpose

| ogon. changepwdl \\Server\HTML <ODSLogonMet hodTag> Presents dialog to change a password
\ def aul t

\'\ Server\ HTML
\ def aul t

| ogon. changepwd2 <ODSLogonMet hodTag>

Validates the password

\'\ Server\ HTML
\ def aul t

| ogon. get doc <ODSLogonMet hodTag>

Presents the document list upon suc-
cessful logon

\'\ Server\ HTML
\ def aul t

| ogon <ODSSecuri tyTag>

Invokes either the logon.normal page
(when using OnDemand Server authenti-
cation) or the logon.changpwd1 page
(when using either database or custom
user authentication)

\'\ Server\ HTML
\ def aul t

| ogon. nor el <ODSLogonMet hodTag>

Presents the logon page without the
change password option

post | ogon

reportlist.ie3

\'\ Server\ HTML
\ def aul t

\\ Server\ HTML
\ def aul t

<ODSDoclLi st Tag
format =array>

<ODSDoclLi st Tag
format =array>

Requests the document list array from
the OnDemand Server.

Presents the document list for the
Microsoft Internet Explorer version 3.
This is a work-around because IE 3 will
not accept information from the ODS tag
in the postlogon.html file.

HTML Files Without ODS Tags
HTML files that do not contain any ODS tags do not need to be processed or
modified in any way. The images and instructional text that users see when

they log in reside on the Web server as HTML and GIF files. These files display

the opening screen, the logon screen, and the user preferences screen.
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Reportlist. htm includesthe JavaScript code for the Zero Administration
clients. This code determines what operating system, Web browser, and Brio
Web client (if any) exist on the user’s computer, and assists the user by
retrieving the most suitable Web client for the user. (See page 4-12 for
instructions on disabling Zero Administration.) Table 4-4 lists the HTML files
that do not contain ODS tags. (This list does not include the files in the classic

directory.)

Table 4-4

HTML Files Without ODS Tags

File Name (.html)

Location

Purpose

f ol der -
tree.js

brio

cl ear. cook-
i es

| i cense

user. prefs

user. prefs.
hel p

reportlist.
f oot er

reportli st

reportlist.
| egend

reportlist.
tree

wor Ki ng

\\'server\ HTM.\
def aul t

\\server\ HTML

\\'server\ HTML

\\'server\ HTML

\\server\ HTML

\\server\ HTML

\'\ Server\ HTM.\
def aul t

\'\ Server\ HTM.\
def aul t

\'\ Server\ HTM.\
def aul t

\'\ Server\ HTM.\
def aul t

\'\ Server\ HTM.\
def aul t

Displays the document list folder tree

Diplays the start page

Clears cookies on the server

Displays the Brio license agreement
Displays the user preferences

Displays help for the user preferences

Displays the search on the bottom of the docu-
ment list

Displays the document list

Displays the report list legend

Displays the word “working” when the ODS is
busy

Displays the word “working” when the ODS is
busy
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Understanding the OnDemand Server Tags

OnDemand Server tags in HTML pages are interpreted by the OnDemand
Server. The HTML pages use the tags to keep track of the Web server extension
(CGI, NSAPI, ISAPI), and the user authentication method (native OnDemand
Server, Database, or JavaBean). They can also control how the HTML pages
are presented to the user.

The OnDemand Server tags are:

= <ODSSecurityTag>

= <ODSLogonMethodTag>

= <ODSChangePasswordTag> (only in ODS classic)
= <ODSGetDocListMethodTag> (only in ODS classic)
= <ODSDoclListTag>

<ODSSecurityTag>

The <ODSSecur i t yTag> returns a TRUE if the OnDemand Server is set to
use OnDemand Server authentication and FALSE if it is set to use either
Database or JavaBean authentication.

From the def aul t /| ogon. ht nl file:

function showLogon() {
i f (<ODSSecurityTag>) { [/ if this conmes back as true, means
change password option should be avail abl e
var | ogonPage =
| ocati on. pat hname+’ ?HTM_Fi | e="def aul t/ | ogon. changepwdl. ht m "’

el se {
var | ogonPage =
| ocati on. pat hname+' ?HTMLFi | e="def aul t/ | ogon. normal . htm "’

}

| ocation. repl ace(l ogonPage)

}

<ODSLogonMethodTag>

The URL of the OnDemand Server replaces this tag. This tag works with a
generic HTML FORM allowing the browser to set the logon form to the right
place (for example, acti on=/ ods-i sapi / ods. ods?/ Met hod=Il ogon
&HTMLf i | e=i nsi ght 2000f | oat i ng/ post | ogon. ht m ). Without this
tag, the browser looks in the top level of the HTML directory.
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From the def aul t /| ogon. nor mal . ht mi file:

<FORM METHOD=" POST" name="| ogon" acti on=<0ODSLogonMet hodTag
HTM.fi | e="def aul t/ postl ogon. htm " >>

Variables
Supported Value Default
HTM.fil e HTML file that is stored in the same Post | ogon. ht m

="reference” directory as logon.html

<ODSChangePasswordTag>

The URL of the OnDemand Server that sets the logon form to use the Web
extension (CGl, ISAPI, NSAPI) used by the OnDemand Server, replaces this
tag. Used only in the classic OnDemand Server (version 5.5), this tag works
with a generic HTML Form tag.

From the cl assi ¢/ | ogon. ht nl file:

PassTag = "<ODSChangePasswordTag
HTM.fi | e="cl assi ¢/ postl ogon. ht m " >"

<ODSGetDocListMethodTag>

The URL of the OnDemand Server that allows the HTML page to build a Brio
document list, replaces this tag (for example,“/ods-
isapi/1.0ds?Method=getAllIDocuments
&HTMLfile=%22reportlist.html%22™). Used only in the classic OnDemand
Server (version 5.5), this tag works with a generic HTML Form tag.

<frame src="<0DSGet DocLi st Met hodTag
HTM.file="reportlist.htm">">

<ODSDoclistTag format=array>

The post | ogon. ht m file requests this array from the OnDemand server.
The documents available to the user are returned in a JavaScript array. The

| oadAr ray() function builds the array, and the f ol dertr ee. j s file uses
the array to create the folder display. Table 4-5 describes the docList array
elements.
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When you use the <ODSDocLi st Tag> without the f or mat =ar r ay
parameter, the OnDemand server returns a simple list of documents in HTML
format. The Insight2000.simple.list provides this look.

Table 4-5 DocList Array Elements

Element Description

doclList[0][0] Visual name of the doc/folder

doclList[0][1] Adaptive state (0,6, where 0=no access, 6=data model, query, and analyze)
doclList[0][2] URL to request the document

doclList[0][3] Description

doclList[0][4] Folder or document

doclList[0][5] Folder the document lives in

doclList[0][6] Last modified date

<ODSDoclistTag>

The list of Brio documents returned by the OnDemand Server replaces this
tag. Table 4-6 describes the variables you can set to customize the appearance
of the document list when not using the array variable.

<ODSDoclLi st Tag Tar get ="bri odoc” fontsize="2" fontface="Tahong,
Arial”>
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Table 4-6 <0DSDoclListTag> Variables

Variables Supported

Description

Values

Default

Global Controls

Target="window” (Target
is a variable in the Anchor

tag.)

Fontsize="number”

Fontface="fontname”

Includeicons="yes/no”

Table Controls

Usetable="yes/no”

Sets a target where the plug-in will
get installed. Loads the link into
the targeted window. The window
must begin with an alphanumeric
character, except for the following
four target windows:

= Blank -Loads the link into a
new blank window. This window
is not named.

= Parent - Loads the link into the
immediate parent of the docu-
ment the link is in.

m Self - Loads the link into the
same window the link was in.

= Top - Loads the link into the full
body of the window.
Sets font size for document list

Sets font for document list

Includes/excludes icons to identify
the adaptive report states. Icons
are stored in the images folder.
OnDemand Server uses the follow-
ing fixed icon names:

= View Only (bqv.gif)

= View and Process (bqvr.gif)

= Analyze (bqi.gif)

= Analyze and Process (bqir.gif)
= Query and Analyze (bgy.gif)

= Data Model (bgdm.gif)

If you want custom icons, create

six with the names above and
replace accordingly

Places document in table or not.

Alphanumeric Name

>=1

Examples include Tahoma,
Arial, etc

yes/no

yes/no

uselfn

Not used

Not used

Yes

yes
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Table 4-6

<0DSDoclListTag> Variables (Continued)

Variables Supported Description Values Default
Bordersize="number” Sets border size of the table >=0 “0”
Tablewidth="percentage”  Sets the width of the table Percentage > 0% autosizes
or “number”
Cellpadding="number” Sets cellpadding of the table >=0 “1"
Cellspacing="number” Sets cellspacing of the table >=0 “2"
Linktdwidth="percent- Sets the width of the <td> tag of Percentage > 0% or pixel > 0 autosizes
age” or “number” the table
bordercolor="color"or Sets the border color of table One of the browser accepted Not used
“RGB value” colors names like red, green,

blue, etc. or a RGB value in the

form of “#RRGGBB” where RR,

GG, BB are hexadecimal

numbers from 0 to 255. For

instance, “green” is also RGB

value “#008000”
bgcolor="color"or “RGB Sets the background color of table  One of the browser accepted Not used
value” colors names like red, green,

blue, etc. or a RGB value in the

form of “#RRGGBB” where RR,

GG, BB are hexadecimal

numbers from 0 to 255. For

instance, “green” is also RGB

value “#008000”
align="left/right/center”  Aligns the text and icons inside the  Left/right/center left

table cells

Zero Administration

Zero Administration identifies the version numbers of the most up-to-date
plug-ins on the server, and downloads and updates the plug-ins when it
detects older versions of the plug-ins running on the client. The Zero

Administration logic is executed by the Web server (not the OnDemand server
operating behind the Web server), therefore, multiple nodes have no effect on
how Zero Administration works.

Zero Administration
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[] Note

[] Note

For modifying the Zero Administration code to allow different users to download different client
modules, see the technical note, Controlling Zero Admin Downloads by User, located at
www. bri o. com support _servi ces/techni cal _support/

techni cal _notes. htm.

Server Processing

After the user logs on to the OnDemand server, the Web server presents the
document list, including a reference to the JavaScript file, zeroadmin.js. This
file includes Zero Administration logic and the most recent version of the Brio
Web clients in a parameter line. The Brio Intelligence installer sets this number
when the OnDemand Server is first installed.

If the BES Administrator replaces the Brio Web client installers with newer
files (for example, from downloads), the version parameter will have to be
changed manually in zeroadmin.js. When using the Brio Intelligence installer
to replace Web clients, the zeroadmin.js file updates automatically.

In Brio.Enterprise 6.5 you can remove anonymous access on the Web server to make it more
secure. The Brio plug-ins will prompt for username and passward. This username and
password is stored by the plug-in for the entire duration of the browser session.

Client Processing

At each user logon to the OnDemand Server, the Web browser retrieves and
parses the HTML documents from the Web server. The JavaScript logic for
Zero Administration, which is included in these HTML files, runs in the
client’s Web browser.
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|:| Note

The zeroadmin.js file is retrieved from the Web server. The version numbers
from that file are compared to the version numbers on the client’s computer.
There are three possible outcomes:

= If no version number is found on the client the user is prompted to install.

= If the numbers are equal (meaning the client has the same version number
as the zeroadmin.js file), or if the client version is greater than the
zeroadmin.js version, the JavaScript exits. Nothing is displayed back to the
user.

= If the version number on the client is less than the version in the
zeroadmin.js file, the client is prompted to upgrade their product.

Client versioning information is stored and read differently for each
platform/browser combination, using a combination of plug-in versioning
information, “cookie” files, the browser’s internal registry, and/or the
Windows system registry. The client’s version number can be found in one of
three locations, depending upon the operating system and the Web browser.

= Some browsers store the current plug-in (or Helper application) version in
a persistent cookie file.

= Netscape browsers store the plug-in version in the Netscape registry. You
can view the registry by choosing About Plugins from the Netscape
browser’s Help menu.

= Windows browsers can interrogate the plug-in itself to find out what
version it is. You can view this information by locating the plug-in dll files
(for example, in Windows NT find the nphgs32.dll file for Insight or the
npbqv32.dll file for Quickview) and displaying their file Properties.

Zero Administration works differently for Netscape and Internet Explorer (IE). Netscape knows
what plug-ins are installed regardless of the server. IE requires a cookie file, and that cookie
file is targeted by its name to a specific server.

See Table 4-8 for specific information on platforms and browsers.

Most popular Web browsers allow automatic download and installation and
provide a digital certificate for an extra layer of security. Macintosh, UNIX,
and older Windows-based browsers may require the user to first download the
Web client installer, then run a setup program.

Zero Administration ~ 4-23



U Tip

|:| Note

The JavaScript automatically provides the correct application (plug-ins for
Windows platforms; helpers for Macintosh and UNIX platforms) in a
browser- and platform-compatible file format.

For Netscape users, you should set the following preferences in Netscape (Edit,
Preferences): enable Java, enable Javascript, accept all cookies, and enable
Smart Update; then restart your browser.

In a BrioONE deployment, Zero Administration is triggered from the login page for Brio.Portal
before the user logs in for the first time.

Managing Upgrades

When a new release of the Brio Web components is available, the BES
Administrator must upgrade the installer files and upgrade the
/zeroadmin/zeroadmin.js.file to include the current version number.

To upgrade to a new version:

Download Web components from
www.brio.com/support_services/technical_support/download_updates.html.

Follow the directions on the Web site to upgrade the Brio Web client installers.

Manually modify the zeroadmin.js with the new version numbers.

The following is an example.

Ver Maj or = 6/ 6/ Maj or Version Nunber
Ver M nor = 0/2/ M nor Version Nunber (dot release)
Ver Pat ch = 0/ 2/ Pat ch Version Nunber
VerBui ld = 20/27/Daily Build Nunber

These numbers are compared to the end user’s version to determine if an
upgrade is required. If the end user’s product is outdated, the user receives the
latest release automatically. (See page 4-22 for information on client
processing.)

This process upgrades the end user’s current product. When the user logs in to
Brio Intelligence, the newly updated zeroadmin.js script is run. The script will
read information from the user’s system and upgrade their client application
(Quickview, Freeview, or Insight).
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[] Note

[] Note

If users want to migrate from one product to the another, for example from
Freeview to Insight, they must uninstall (in Windows NT use the
install/uninstall program from the control panel) the plug-in or delete (for
UNIX) the helper application and associated cookie files and start again.

Once the user returns and downloads a periodic upgrade, the association will
be maintained, as long as each download overwrites the preceding instance of
the file. For this reason, it is recommended that users always install helper
upgrades of Brio Web clients to the default directory location.

If users will be processing from a Macintosh version of Insight, you may need to adjust the
advanced TCP/IP options at the user desktop to retrieve data correctly. From the Macintosh
TCP/IP Control Panel, Edit the User Mode options and enable Load Only When Needed.
OnDemand Server supports Open Transport, not Mac TCP

Files Downloaded

The following five files (the file sizes are approximate) are downloaded by Zero
Administration during an installation or an upgrade of the plug-ins:

= bginsght.cnt (15KB)

= bginsght.hlp (2040KB)

= npbqgs32.dll (7940KB)

= inetwh32.dll (54KB)

= roboex32.dll (311KB)

The date of the five files will be the date you installed them.

For Netscape users, the cookies.txt file will contain an entry beginning with the
URL to the OnDemand Server.

For Windows, user profile information previously stored in Brioplg.ini is now stored in the
registry under \ \ HKEY_CURRENT_USER\ Sof t war e\ Bri o\ Bri oPl ugi n. See
Appendix A, “Brio Intelligence Windows Registry Entries.”
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Zero Administration Tables

Zero Administration relies upon knowing the exact version of the Brio Web
client plug-in installed on the end-user’s computer, and then knowing which
plug-in (or Helper application) to install, based on the user’s operating system

and Web browser.

Table 4-7 and Table 4-8 describe the terms used in Table 4-9.

Table 4-9 indicates which techniques are used for all supported platforms.

Table 4-7 Storage Techniques for Web Clients

Version # storage  Indication

Netscape registry This is a binary file, stored in the Windows directory as nsreg.dat.

Cookies These are text files. Cookies can reside together in a single file (as in
Netscape) or each cookie can have its own text file (as in Windows). Per-
sistent cookie files usually follow the naming convention,

user@domain.txt.

Plug-in Inquiry The plug-ins themselves include version information. Some
browser/platform combinations can read this information directly from
the plug-in, preventing the need to save the information in a registry or

text file.

Table 4-8 Platform Specific Archiving Software

ZAC Installer Indication Digitally signed?
JAR Java Archive, used for modern Netscape browsers on Yes
Windows 32-bit and UNIX platforms.
CAB “Cabinet” file, used for Microsoft Web browsers on Yes
Windows 32-bit platforms.
Bin-Hex Binary archive that has been converted from hexidecimal ~ No
to ensure portability across platforms. Used for Macin-
tosh files.
SE-EXE Self-extracting executable, used for Windows 3.x plat- No
forms.
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Table 4-9

Zero Administration Specifications

MS Internet MS Internet
Netscape 4.X Explorer 4.X Explorer 5.X
ZAC Installer JAR N/A N/A
AIX Version # Netscape Registry N/A N/A
storage
ZAC Installer JAR N/A N/A
HP-UXv.10 Version # Netscape Registry N/A N/A
storage
ZAC Installer JAR N/A N/A
SunOS Spar
5.75.8 Version # Netscape Registry N/A N/A
storage
ZAC Installer Bin - Hex Bin - Hex Bin - Hex
Mac PPC Version # Cookies Cookies Cookies
storage
ZAC Installer JAR CAB CAB
Win95 Version # Netscape Registry Cookies Cookies
storage
ZAC Installer JAR CAB CAB
Win NT Version # Netscape Registry Cookies Cookies
storage
Summary

Customizing the look and feel of the Brio OnDemand Server can be as simple as

disabling the Zero Administration feature, or as complicated as designing from scratch
all of your HTML pages. This chapter describes the elements necessary to customize

the OnDemand Server user interface, and shows you how to use the Brio sample

HTML pages to easily customize your OnDemand Server.

Zero Administration

4-27




4-28  OnDemand Server Web Site



Connection or OCE Files

Brio Intelligence uses Open Catalog Extension (OCE) files to connect to data
sources. An OCE is a file that retains all the information necessary to logon to a
specific configuration of database and connection API software. In addition,
an OCE file retains DBMS-specific connection preferences and, for Brio
Intelligence connection files, specifications for automatic access to metadata.

The Server Administrator provides a Database Connection Wizard that steps
you through the OCE file creation process. You can then save your OCE files to
reuse or distribute as necessary.

This chapter contains the following sections:
= Types of Connections

= Creatingan OCE File

51



Types of Connections

Brio Intelligence Server uses connection files for the following types of
connections:

= Polling connections - Brio’s Broadcast Server uses polling connections to
poll job repository tables for pending jobs. A polling connection must exist
for each database you plan to use as a job queue.

= Repository connections - The OnDemand Server uses repository
connections to connect to the database on which the OnDemand
Repository resides.

= Processing connections - Both the Broadcast Server and the OnDemand
Server use processing connections to process scheduled or requested
documents. A Broadcast Server polling connection or an OnDemand
Server repository connection can use multiple processing connections,
which enables documents to be stored in a centralized repository even
when they are processed against different databases.

All connection files are stored in the Open Catalog Extension (.oce) directory.
In Windows NT, the default location of the .oce directory is Pr ogr am
Files\Brio\Brio Enterprise Server\Program Qpen Cat al og
Ext ensi ons. In UN X, the defaultlocation is

\install _dir\opencat.

Polling and repository connections should be distinct from processing
connections for the following reasons:

= Using the same OCE file for polling and processing can result in a complete
machine shut-down or other problems when certain combinations of
databases and database connection software connection software are
configured.

= Using a different OCE file for the processing connection enhances
processing time because a single connection does not have the dual purpose
of handling the polling and the processing.

= Maintaining separate polling and repository connections makes these files
more secure. These OCE files should only be used by the administrators
who need access to the job queue (Broadcast Server) or the repository
tables (OnDemand Server).

5-2
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Creating an OCE File

You create a connection file with the Database Connection Wizard through
the Server Administrator.

Database Connection Wizard

To create an OCE file through the Server Administrator using the Database
Connection Wizard:

1 Click Connections on the top bar, and then click Create.
The first page of the Database Connection Wizard appears. See page 5-4 for the
field definitions.

2 Select the connection software you want to use to connect to the database server from
the drop-down list in the What connection software do you want to use? field.

3 Select the database server you want to use from the drop-down list in the What type of
database do you want to connect to? field.

4 To configure metadata settings, click the Meta Connection Wizard.
For instructions on metadata settings and the Meta Connection Wizard see the
Brio Intelligence Designer or Brio Intelligence Navigator online help.

5 To configure advanced connection preferences, click Show advanced options.

Advanced options available to you depend on your connection configuration.
If any feature described on page 5-6 does not appear on the advanced options
dialog pages, then the database and connection software configuration do not
support that feature.

6 Click Next.
The second dialog box of the wizard appears. See page 5-5 for the field
definitions.

7 Depending on your database, enter your user name in the User Name field, your
password in the Password field, the IP address, ODBC database source or server alias
name in the Host field and click Next.

8 If you selected to work with metadata settings, the Meta Connection Wizard launches.
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11

For instructions on metadata setting and the Meta Connection Wizard see the
Brio Intelligence Designer or Brio Intelligence Navigator online help.

If you selected Show Advanced Options, the first advanced options dialog box appears.

Only features supported by your database and connection software will
appear. See page 5-6 for the field definitions.

The wizard prompts you to save your connection file. To save the connection file so that it
can be reused or modified, click Yes.

The Save dialog box appears.

The Service Administrator saves the connection file in the default OCE directory.

To save the connection file in a different directory, navigate to the desired
directory and click Save.

Database Connection Wizard Field Definitions
First page:

What connection software doyou  Select the connection software with which you

want to use? want to connect to your database from the drop-
down list.
Depending on the connection software you
select, additional fields may appear in this dialog
box. These fields allow you to customize your
connection file; show metadata settings; and
select ODBC logon dialogs.

What type of database do you Select the type of database to which you want to
want to connect to? connect from the drop-down list.
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Show Metadata Connection Click this field, to view and edit meta data
Wizard settings.

Brio Intelligence’s Metadata Definitions dialog
box is configured with specific SQL statements
to read metadata on multiple databases.

For more information see Brio Intelligence
Designer or Brio Intelligence Navigator online
help.

Show advanced options To select advanced preferences for the
connection file, click this field.
Connection preferences enable you to select
instructions and protocols your database
connection should observe. The preferences are
saved with the connection file and applied each
time you use the connection.
For example, you can use connection
preferences to filter extraneous tables from the
Table Catalog or specify how the connection
software should manage SQL statements.
Connection preferences vary depending on your
connection software and database

Prompt for database name Click this field to select the specific database
name on the server.

Use ODBC Logon Dialogs Click this field, if you want to use the ODBC
logon dialog boxes instead of the Brio
Intelligence dialog box.

Second page:

User Name Enter the name you want to use to sign onto the database.
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Password Enter the password you want to use to sign onto the
database

Host Enter the IP address, database alias, or ODBC data source
name.

Advanced options page:

Apply Filters to restrict the Allows specification of table filter conditions for
tag:es thatl are displayedinthe  [imjting or customizing the list of tables in the
table catalog table catalog. See “Apply Filters” on page 5-11.

ALLOW SQL-92 Advanced Set Allows support for the Intersection and

Operations Difference operators in the Append Query option.
For more information see Brio Intelligence
Designer or Brio Intelligence Navigator online
help.

Exclude Brio Repository Tables ~ Specifies exclusion of all Repository tables from
the table catalog. "Apply Filter" and "metadata”
definitions override this preference.

This option is only available in the Designer and
Explorer editions.

Allow Non-Joined Queries Prohibits processing when topics are not joined in
the Query Contents pane.

This option is only available in the Designer and
Explorer editions.

Use SQL to Specifies use of SQL to retrieve tables, instead of

get Table Catalog using SQL Server sp_tables and sp_columns
stored procedures. This option allows table
filtering, but may be slower than stored
procedures. (Sybase and MS SQL Server)
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Choose the Data Retrieval
Method

Time Limit Minutes

Auto Commit
After Select

Save OCE Without User Name

Use Quoted Identifiers

Allow Change Database at
Logon

Server Dates

Specifies how the server returns data. In most
cases, “Retrieve data as Binary is the most
appropriate, and fastest method.

Choose “Retrieve data as Strings if your
connection software does not support native
datatype retrieval, or if queries return incorrect or
unreadable data.

This setting will establish an automatic disconnect
from the database after the specified period of
inactivity.

Sends a commit statement to the database server
with each Brio Intelligence SQL statement to
unlock tables after they have been used. Use this
feature if tables are locked after use or users
experience long waits for tables.

Allows general distribution of an OCE by saving it
generically, without a user name. Instead, any
authorized database user can log on by typing
their own user name.

Specifies that internal keywords or table and
column, or owner names with special characters
sent to the server be enclosed in quotation marks.
For example, SELECT SUM " AMOUNT"),

"STORE_| D' FROM "BR O'. " PCS_SALES' GROUP
BY" STORE_| D'

The default value for new connections is off.

Adds Database field to logon dialog box allowing
the user to choose a specific database when
logging on to the DBMS. (Sybase and MS SQL
Server)

See “Server Date Formats” on page 5-9.
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Use large buffer query mode

Packet Size Setting.512*

Retain Date Formats

Specifies a binding process to retrieve more
records per fetch call. If the ODBC driver
supports binding, use this option for faster
retrieval. (ODBC only). If this feature is turned
on, the ODBC Extended Fetch call requests data at
32k at a time

The Packet Size setting allows Sybase’s DB-Lib
users to set up a large buffer retrieval from the
database so that more data can be transferred at
one time.

If this feature is selected, you can specify a
multiple of 512 bytes for the number of bytes you
want to transfer at one time.

Before you specify a multiple of 512 bytes, your
server must have enough memory to allocate for
the transmission of the selected packet size.

To check which packet size the Sybase server will
support, run the isql command

sp_configure and type go.

A list of parameters is returned. Find the
parameter showing the “Maximum Network
Packet Size”. If the packet size you entered
exceeds the maximum packet size, you will have
to reenter a smaller packet size.

To change the packet size, issue the following command in isgl
Sp_configure nmaxi mum networ k packet size.
<new val ue>

(where <new val ue> i s the new size).

Brio Intelligence uses the default formats specified
by the database server when handling date, time,
and timestamp values. If the server’s default
formats have been changed, you can retain or
preserve these adjusted preferences to ensure Brio
Intelligence interprets date/time values correctly.
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Server Dates

Disable
Transaction
Mode

Disable Asynchronous
Processing

Server Date Formats

Allows alteration of internal Brio Intelligence date
handling to match server default settings in case of
a discrepancy. For more information, see “Server
Date Formats” on page 5-9.

On upload to the Repository, Brio Intelligence
brackets SQL Insert statements with transaction
statements. Disable Transaction Mode if your
RDBMS does not support transactions.

This feature is only available in the Designer
edition.

Turns off the ability to make simultaneous
requests to the database server.

This feature is only available in the Designer
edition.

For the repository connection, disable the
Asynchronous Processing option if your RDBMS
does not support simultaneous requests to the
database server.

For the processing connection, enable the
Asynchronous Processing option if your RDBMS
does not support simultaneous requests to the
database server.

Brio Intelligence uses the default formats specified by the database server when
handling date, time, and timestamp values. If the server’s default formats have
been changed, you can adjust preferences to ensure that Brio Intelligence

interprets date/time values.
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. To Server Formats
Date: Imm.n"dda’yy

Time: | HH:MM: 5.

(1] 8

Cancel

Lef Lef L

Timesztanp: Iyyyy-mm-dd

Cuztam

i From Server Formats

Date: Id-mmm-y_l,l Default

Time: INnt Uzed Help

LefLef L]

Timeztamp: Immm d ppwy H: bS5 iAM

To modify server date formats:

1 Inthe Database Connection Wizard, in the Show advanced options section, click the
Server Dates button.
The Server Date Formats dialog appears.

"To Server Formats" refer to date and time formats submitted to the server
(such as limit values for a date or time field). "From Server Formats" refer to
formats Brio Intelligence expects for date/time values retrieved from the
server. The default values displayed in the "To" and "From" areas are usually
identical.

2 If the server defaults have changed, select the Date, Time, and Timestamp formats that
match the new server defaults from the "To" and "From" format drop-down lists.
If desired, click the Default button to restore all values to the server defaults
stored in the connection file.

3 If you cannot find a format that matches the database format, click the Custom button.

The Custom Format dialog appears.

Type [l =l
Fomat | Cancel |
|Mot Used |

4 Select a data type from the Type drop-down list.
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5

U Tip

Select a format from the Format drop-down list or type a custom format in the Format
field and click OK.

The new format will appear as a menu choice in the Server Data Formats
dialog box.

Field Definitions

To Date, Time, or Timestamp Formats Brio Intelligence submits to
the database server.

From Date, Time, or Timestamp ~ Formats Brio Intelligence expects when
retrieving data from the database
server.

Apply Filters

On databases with many tables, it can help to filter out tables you don’t need
from the Table Catalog. The Table Filter allows you to specify filter conditions
based on table name, owner name, or table type (table or virtual views).

Typically, you filter tables when creating a connection file; although, you can
modify an existing connection file later to add filters.

The Table Filter works with all database server connections except ODBC. If
you are working with a Sybase or Microsoft SQL Server database, create the

connection with the option, Use SQL to get Table Catalog, then modify it to
filter tables.

To filter tables:
Follow the first 8 steps for creating a database connection file on page 5-3.

Click Define next to a Filter By checkbox to filter tables by owner, table or type.

A Filter dialog box appears. The Filter dialog boxes resemble and operate using
the same principles as the Limit dialog box. For more information see Brio
Intelligence Designer or Brio Intelligence Navigator online help.

Select a comparison operator from the drop-down list. Your filter constraints determine
which tables will be included in the Table Catalog.
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Complete a filter definition by doing one of the following:
= Enter constraining values in the edit field and click the check mark.

= Click Show Values to display a list of potential database values and select
values in the panel.

= If you are comfortable writing your own SQL statements, click Custom SQL
to code table filters directly with greater flexibility and detail. For example,
you can write a SQL filter, which allows only tables beginning with “Sales”
to be displayed in the table catalog. As new "Sales" tables are added to the
database, they automatically appear in the Table Catalog.Your custom SQL
condition is added to the WHERE clause.

4 Select any other customizing options to apply, and click OK.

You are prompted to save the filter settings. Once saved, a checkmark appears
in the appropriate filter checkbox, which you can use to toggle the filter on,
and off.

5 Continue with the instructions on page 5-4 for creating a database connection file.

Summary

This chapter discusses the different types of connection (OCE) files, and details the
fields in the Database Connection Wizard which is used to create all OCE files.
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Brio Intelligence Windows
Registry Entries

Prior to the 6.5 release, the Brio Intelligence product suite stored user profile
and application state information in | NI files located in the / W ndows or

/ wi nnt directory on the user’s machine. These | NI files were used by the
application to track a variety of things ranging from the most recently used
document list, to the serial number that identifies the Brio Intelligence product
as Designer, Explorer, or Navigator.

With the release of version 6.5, the information previously stored in a few of
the I NI files is now stored in the Windows Registry. For new installations, the
Brio.Enterprise 6.5 installation program makes the appropriate entries to the
Windows Registry. For upgrades, the Brio Intelligence application properly
migrates the existing I NI file values to the Registry.

The move to the Windows Registry affects all Windows versions of the Brio
Intelligence products—Brio Intelligence (query client tool), Insight,
Quickview, Freeview, Broadcast Server, and the OnDemand Server.

Registry Keys and INI File Names

The information from the | NI files appears in the Windows Registry
HKey_cQurrent _User keys. These keys are used for the end user applications to
support multiple users of the machine retaining independent profile
information.

Table 1 lists the specific I NI file to Registry key mappings.
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Table 1 INI File to Windows Registry Key Mappings

INI File Name  Description Window Registry Key

briogry6.ini Contains the general application preferences and per- HKEY_CURRENT_USER/Software/Brio/BrioQuery
sonal settings for all Brio Intelligence applications
(Designer, Explorer, and Navigator versions).

briogplg.ini ~ Contains the general application preferences and HKEY_CURRENT_USER/Software/Brio/BrioPlugin
personal settings for all Brio plug-ins (Insight, Quickview,
and Freeview).

brioghlp.ini  Contains the general application preferences and HKEY_CURRENT_USER/Software/Brio/BrioHelper
personal settings for all Brio.Helpers (stand-alone
versions of Insight and Quickview).

Table 2 lists the I NI files still used by Brio Intelligence.

Table 2 Brio Intelligence INI Files

bgformat.ini Contains the list of format codes by locale, as well as the number format and date format codes. Includes a
section for each locale that is predefined by Brio Intelligence. These values are used to populate the format
dialogs and drop-down lists with the proper format masks for the selected locale.

bgoem.ini Contains data that control the specification of alternate help files, splash screens, product names, and
other OEM customization features for the Brio Intelligence products.

bgmeta0.ini Defines the pre-packaged metadata definitions the product makes available. This information is used during
the OCE wizard process to access pre-defined metadata definitions.

bqtools.ini Contains the definitions of the Tools menu items used when a custom menu is defined with the application.

bqtblss.ini Manages the information from the process-to-table command. This I NI file is read from and written to
when using the Process To Table command.

bgservL.ini Contains application preferences and configuration information used by the Brio Intelligence Server

administrative tool and the Broadcast Server.

Registry Values and INI File Mappings

The existing | NI files map in a straightforward manner to the new registry
keys. I NI files are made up of name=val ue pairs, divided into sections in the
I NI file. When mapped to the registry, the nane=val ue pairs are Values
underneath keys, and the Sections are mapped to subkeys.
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Database Table Reference

This appendix provides information on the tables used by the Brio Intelligence
Server. The Broadcast Server uses a job repository of eleven dedicated database
tables to store jobs and scheduling details. The OnDemand Server uses a job
repository of eight tables to support OnDemand Server. Row Level Security
uses three tables.

This appendix contains the following sections:

= Broadcast Server Tables
=  OnDemand Server Tables

= Row Level Security Tables
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Broadcast Server Tables

Broadcast Server version 6 adds Process to Database Table and FTP actions,
and also allows users to register a document for OnDemand Server when they
schedule it from BrioQuery. Process to Database Table will use one additional
table in the job repository, BRIOSTBL, which logs the tables created by user-
scheduled jobs.

Upgrading from Earlier Versions

If you are upgrading from version 5.x, you can simply add new BRIOSTBL
tables according to the specifications below. If you do not plan to use the
Process to Database Table feature from Broadcast Server, the BRIOSTBL table
is not required. Broadcast Server version 6 is completely compatible with
existing jobs loaded in the 5.0 job repository.

If you are upgrading from Brio.query.server version 1.0, you can update your
existing job repositories and continue running old jobs, as well as new jobs
scheduled with version 6. Run the appropriate SQL script, ODS6ud. sql ,
which is installed with Broadcast Server.

If you previously upgraded and continue to run version 1.0 jobs, retain the
original BRIOVLMT table in the job repository until old jobs are fully
migrated. 5.0 versions of Broadcast Server store variable limits in the
BRIOACTN table.

Adding a BRIOSTBL Table

The BRIOSTBL table is an optional extension of the job repository which logs
table output of Broadcast Server. BRIOSTBL logs tables that are created by a
specific database server; an instance of this table must exist on each database
supported by a processing connection.

Create BRIOSTBL tables on each processing database according to the
specifications described in the job repository schema (see “BRIOSTBL” on
page B-9). Make sure to grant access privileges accordingly.
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Job Repository Schema

The Broadcast Server job repository tables are detailed in the diagram and

tables below.
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BRIOJOBS

The BRIOJOBS table records general information that describes each
scheduled job.

Table B-1 BRIOJOBS Table

Field Datatype Description

BRIO_CALENDAR CHAR Indicates whether a job is scheduled with reference to a custom calendar
system. The field is referenced with JOB_INTERVAL by the Server to deter-
mine the literal date of the next run.

COMPLETION_STATUS CHAR Status of most recent job run, populated by the Server. Values include:
“SUCCESSFUL” -- indicating job ran to completion successfully on
LAST_DATE; “FAILURE” -- indicating job failed to complete; “RUNNING” --
indicating job is currently running; “Run ASAP” -- indicating job ran as soon
as possible; and “UNKNOWN”.

ENABLED CHAR Indicates whether job is enabled (*Y") or disabled (‘N’). Disabled jobs are
not run but remain in the job queue.

EXECUTION_TIME CHAR Scheduled run time.

FILE_NAME CHAR File name of Broadcast Server document associated with the job.

JOB_INTERVAL CHAR Keyword(s) indicating the scheduled interval between job runs. The Server
uses JOB _INTERVAL and LAST_DATE to compute NEXT_DATE .

JOB_NAME CHAR Descriptive job name.

LAST_DATE DATE Date and time of previous run.

NEXT_DATE DATE Date and time of next scheduled run.

NOTIFICATION_ADR CHAR Address for email notification of job status following a run.

REPETITIONS NUM Number of times the job will run. The Server reads this field after each com-

pleted run and subtracts 1 from the total. When 0 is reached, the service
disables the job. If null, the job runs indefinitely.

ROW_SIZE NUM Reference of rows used in BRIOSOBJ table to store the Broadcast Server
job document.

TIME_THRESHOLD NUM Overflow time allowed to complete a run. If current server time >
EXECUTION_TIME + TIME_THRESHOLD, the job is postponed until
NEXT_DATE.

TOTAL_SIZE NUM Reference of total bytes used to store the Broadcast Server job document

in the BRIOSOBJ table.
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Table B-1

BRIOJOBS Table (Continued)

Field Datatype Description

UNIQUE_ID NUM Unique identifier for a job (primary key).

USER_ID CHAR User database Logan account associated with the job.

SERVER_NAME CHAR The instance of Broadcast Server which will process the job.

EVENT_ID NUM Unique identifier for an event used as a trigger to schedule the job (primary
key).

VERSION INT Identifies jobs by the version of Broadcast Server used to schedule them. If
version 1.0, this column is null.

PRIORITY INT Priority level for jobs scheduled at the same time. Default value is O (range

=-100 - +100).
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BRIOAUSR

The BRIOAUSR table records the list of operating servers and the users and
associated group privilege levels authorized under each server instance.

Table B-2 BRIOAUSR Table

Column Datatype Description

USER_ID CHAR The unique database login ID of an authorized user (primary key).

USER_NAME CHAR Optional descriptive name to help the administrator identify the user .

GROUP_NAME CHAR The group the user is assigned to for scheduling and distribution privileges.

SERVER_NAME CHAR A Broadcast Server instance under which the user and group are authorized.
BRIOSOBJ

The BRIOSOBI table stores the document associated with each scheduled job.

Table B-3 BRIOSOBJ Table

Column Datatype Description

UNIQUE_ID NUM Unique identifier for a scheduled job (primary key).
ROW_NUM NUM Sequence ID for segment of the job document.
VAR_DATA BLOB or LONG  Job document in binary “chunk” format.

RAW

B-6  Database Table Reference



BRIOACTN

The BRIOACTN table records descriptions of the output actions specified for
each scheduled job.

Table B-4 BRIOACTN Table

Column Datatype Description

UNIQUE_ID NUM Unique identifier for a scheduled job (primary key).

PASS_ID NUM A unique ID for a report cycle of the job.

PASS_NAME CHAR The name of the report cycle.

ACTION_ID NUM Unique identifier for an assigned output action of the report cycle.

JOB_ACTION CHAR “Export”, “Print”, “Save”, or “Email” action description.

PARAMETER1 CHAR Records a parameter required for the associated action. Values are dependent on
the action and can include document section name, export format, retain results,
printer, directory or email address.

PARAMETER2 CHAR See Parameterl.

PARAMETER3 CHAR See Parameterl.

PARAMETER4 CHAR See Parameterl.

PARAMETERS CHAR See Parameterl.

BRIOOCE
The BRIOOCE table records the polling and processing connections used by
the Broadcast Server to poll the job repository and process documents.

Table B-5 BRIOOCE Table

Column Datatype Description

SERVER_NAME CHAR A Broadcast Server instance.

OCE_NAME CHAR The full path of an OCE (relative to the server executable) which is available to

Broadcast Server for polling and processing.

Broadcast Server Tables
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BRIOPRN
The BRIOPRN table records the printers available to each user group.

Table B-6 BRIOPRN Table

Column Datatype Description

PRINTER_NAME CHAR A network printer available to the server for job output.

GROUP_NAME CHAR A user group which has access to the printer.

SERVER_NAME CHAR A Broadcast Server instance under which the printer and group are authorized.
BRIOPATH
The BRIOPATH table records the default directories available to each user
group.

Table B-7 BRIOPATH Table

Columns Datatype Description

PATH CHAR A network or local (relative to the server) directory path available for job output.
GROUP_NAME CHAR A user group which has access to the directory.

SERVER_NAME CHAR A Broadcast Server instance under which the directory and group are authorized.
ALIAS CHAR An alias for the path name (used as a reference by end-users).
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BRIOEVNT
The BRIOEVNT table records events which the administrator defines to
trigger job runs.

Table B-8 BRIOEVNT Table

Column Datatype Description

EVENT_ID NUM Unique identifier for an event (primary key).

EVENT_NAME CHAR The name of a particular event used as a trigger for scheduling and running jobs.

ENABLED CHAR Indicates whether or not the event is enabled or disabled, affecting its availabil-
ity for scheduling or running event-driven jobs.

COMPLETION_DATE TSTMP The last date the event occurred. If > LAST_DATE in the BRIOJOBS table, the job
is run. This field must be updated by the administrator on completion of the
external event in order for jobs scheduled against the event to run properly.

BRIOSTBL

The BRIOSTBL table records database tables created through the Process to
Database Table feature. The BRIOSTBL table is not required if you do not use
Process to Database Table.

Table B-9 BRIOSTBL Table

Column Datatype Description

TABLE_NAME CHAR The name of a table created by Broadcast Server.

USER_ID CHAR The database user name of the user who scheduled the job, and the database

account used by Broadcast Server to create the table.

UNIQUE_ID CHAR A concatenation of the name of the processing connection and the unique ID of the

job.

CREATION_DATE TSTMP Date and time the table was created by the server.

UPDATE_DATE TSTMP Date and time the table was last updated by the server.
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BRIO_CAL

The BRIO_CAL table records custom calendars used to schedule jobs.

Table B-10 BRIO_CAL Table

Column Datatype Use
NAME CHAR The name of a calendar referenced by a scheduled job (primary key).
BRIO_YEAR NUM The year used in the calendar.
Q1_START... DATE The starting date of each quarter.
M1_START... DATE The starting date of each numbered month.
BRIOSERV

The BRIOSERYV table allows documents to be scheduled directly to the
Broadcast server machine instead of being stored in a database table. This
makes document retrieval faster and more efficient. When the client schedules
a job, the user selects which server to schedule the job on by toggling a flag in
the ENABLED column. This table is new in version 6.

Table B-11 BRIOSERV Table

Column Datatype Use

SERVER_NAME STRING The name of the assigned Broadcast Server; related to the SERVER_NAME
column in the BRIOJOBS table.

IP_ADDRESS STRING The network address of DNS name of the machine that the Broadcast server is
running on.

PORT_NUMBER NUM The port number the specific Broadcast server machine uses to receive sched-

uled documents. (This is set in the Server Administrator).
STORAGE_DIR STRING The path name of the directory where the documents reside.

ENABLED STRING A boolean field with a value of Y or N. Y means the Broadcast Server machine
is accepting files for scheduling directly to its file system. N means the docu-
ments are stored in the BRIOSOBJ database table instead of on the Broadcast
Server machine’s file system.
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OnDemand Server Tables

OnDemand Server uses an expanded ODS Repository to store information. If
you already have a repository, you can use the table creation SQL script
installed with OnDemand Server to upgrade, or use Brio Enterprise Server
Administrator to create new tables.

Brio Intelligence Repository Schema

The Brio Query Repository tables are detailed in the diagram and tables below.
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Figure B-2 OnDemand Server Repository
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BRIOCAT2

The BRIOCAT?2 table records a description of the repository objects and local
documents loaded in the ODS Repository. The PARENT _ID column is new in
version 6.

Table B-12 BRIOCAT2 Table

Column Datatype Description

UNIQUE_ID NUM Unique identifier for a stored Repository object or registered OnDemand Server
document.

OWNER CHAR The creator of the object.

APP_VERSION CHAR Version of BrioQuery used to upload the object.

CREATE_DATE DATE Most recent date of upload for the object.

ROW_SIZE NUM Number of rows occupied by the stored object in the BRIOOBJ2 table.

READY CHAR Indicates whether previous upload of the stored object was completed successfully.

FILE_NAME CHAR Descriptive name of the stored object.

FILE_TYPE CHAR File type of the stored object, such as data model, locked query, locked report,
LAN-based, folder.

DESCRIPTION CHAR Description of the object.

VERSION CHAR The latest version number of the object, used for ADR.

TOTAL_SIZE NUM Total size of the stored object in bytes.

LOCATION CHAR The_ complete path to the directory used by OnDemand Server as the document
registry.

OCE_ID NUM The database connection used to refresh the object or registered document (no

longer used for new documents).

PARENT_ID NUM The BRIOCAT2 unique ID of the object that contains this object (added to support
ODS document hierarchies [folders]).
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BRIOOCE?2

Lists the connections used to access registered documents in the repository
and process them.

Table B-13 BRIOCE?2 Table
Column Datatype Description
OCE_ID NUM Unique identifier for a connection.
OCE_NAME CHAR File name of the connection file (. oce).

BRIOOBJ2

Stores the actual objects loaded in the Brio Query Repository.
Table B-14 BRIOOBJ2 Table
Column Datatype Description
UNIQUE_ID NUM Unique identifier for a stored Repository object.
ROW_NUM NUM Sequence ID for segment of the object.
VAR_DATA BLOB or LONG  Data Model object in binary “chunk” format.

RAW

BRIOUSR2

Stores user authentication privileges to access the OnDemand Server.
Table B-15 BRIOUSR2 Table
Column Datatype Description
USERNAME CHAR The name of the user.
PWD CHAR Encrypted password that authenticates a Web-enabled user connecting to OnDe-

mand Server; this field is blank if database authentication is used.
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BRIOBRG2

Stores the associations between registered documents and Repository groups.

Table B-16 BRIOBRG2 Table

Column Datatype Description

UNIQUE_ID NUM Unique identifier for a repository document.

GROUPNAME CHAR The name of a Repository group.

DOC_PRIVILEGE NUM An override privilege level for a member of the group when accessing this docu-
ment.

PASSTHROUGH CHAR Enables members of the group to ‘pass through’ authentication by the database

when processing this document.

BRIOGRP2

Maintains the list of Repository groups, and their associated users and
privileges.

Table B-17 BRIOGRP2 Table

Column Datatype Description

GROUPNAME CHAR The name of a Repository group.

USERNAME CHAR The name of a Brio Query Repository user assigned to the group.
DEFPRIVILEGE NUM The default privilege level assigned to the group (values = 1-6) .
ADMINDOC CHAR Enables members of the group to register documents.
GROUP_PASSTHROUGH CHAR Enables members of the group to ‘pass through’ authentication by the

database when processing documents.
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BRIOSVR2

Stores the identity and location of the OnDemand Server.

Table B-18 BRIOSVR2 Table

Column Datatype Description
SERVER_NAME CHAR The name of an instance of OnDemand Server.
URL CHAR The URL and port number used to communicate with OnDemand Server through

the intranet server.

RM_URL CHAR The server name and port number of the Brio Portal you connect to in a BrioOne
install. This field is ignored in a stand alone installation.

BRIODMQ2

Maps query sections of a document to processing connections.
This table was not included in earlier releases than version 6.

Table B-19 BRIODMQZ Table

Column Datatype Description

UNIQUE_ID NUM The object’s ID in the BRIOCAT2 table.

SECTION_NAME CHAR The name of the query or data model section in the document.
OCE_ID NUM The OCE ID used to process for this section.
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Row Level Security Tables

These tables are required if you are using the Row Level Security feature. The
tables must co-reside (same owner) with the server’s repository tables. For
more information see “Introduction to Row Level Security”, which is available
from Brio Systems Consultants.

BRIOSECO

Tells the server that the row level security feature is enabled.

Table B-20 BRIOSECO Table

Column Datatype Description

BENABLE CHAR A coded variable that tells the server to enable row level security.
Y -Enable row level security
N - No row level security

BRIOSECG Table

The table defines the users and the groups that are subject to row level security
restrictions.

Table B-21 BRIOSECG Table

Column Datatype Description
BUSER CHAR The name of the user.
BGROUP CHAR The name of the group the user belongs to.
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BRIOSECR Table

Table B-22 BRIOSECR Table

Column Datatype Description

UNIQUE_ID INT Unique identifier not accessed by the server. Use to maintain the table by whatever
means you choose. (optional)

USER_GRP CHAR The name of the user or the name of the group the user belongs to.

SRCDB CHAR The database where the topic resides (for connections that support multiple data-
bases).

SRCOWNER CHAR The owner/schema of the topic in the Data Model.

SRCTBL CHAR The table/relation identified by the topic in the Data Model.

SRCCOL CHAR A column in SRCTBL.

JOINDB CHAR The database name qualifier of a table/relation that must be joined to SRCTBL.
(optional)

JOINOWNR CHAR The schema/owner name qualifier of a table/relation that must be joined to
SRCTBL.(optional)

JOINTBL CHAR The table/relation that must be joined to SRCTBL. (optional)

JOINCOLS CHAR The column names from SRCTBL to be joined to a column from JOINTBL. (optional)

JOINCOLJ CHSR The column name in JOINTBL that will be joined to a column from JOINCOLS.
(optional)

CONSTRTT CHAR A coded value that identifies a table/relation used for applying a constraint (limit).

S - Column to be limited is in SRCTBL

J - Column to be limited is in JOINTBL

O - Restriction on the column named in SRCCOL is not applied to the current
USER_GRP even if they are a member of the group named in OVRRIDEG

Null - No additional restriction is defined

CONSTRTC CHAR The column that a limit is applied to in the table/relation identified by CONSTRTT.
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Table B-22 BRIOSECR Table

Column Datatype Description

CONSTRTO CHAR The constraint operator.
CONSTRTV CHAR The value(s) to be used as a limit.
OVRRIDEG CHAR The name of a group or user.
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OnDemand Server Error Codes

This appendix lists error codes you may encounter when using OnDemand
Server. The following information is included for each error message:

Error # - the number of the error code.

Message - the message you will see when this error code is generated.
Troubleshooting - actions you can try to fix the error.

Comments - additional information to help you understand the error.

Severity level - See Table C-1 for information on the severity levels.

Table C-1 Severity Level Definitions *
Severity Level Description Definition

1 High The system has stopped functioning. Requires pager notification.
Immediate response required.

2 Medium A problem that if not taken care of can cause the server to crash.
Anything that would interrupt the workflow of the users by 50% or
higher.

3 Low Everything else.

* Definitions by Morgan Stanley Dean Witter

[] Note

Some of the severity levels are subjective to whether it's only happening on the client or server
side. If these errors occur only on a few client machines, this usually points to a problem with
the client configuration. If this is the case, compare the problematic client machines with the
ones that are functioning properly.
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Table C-2 OnDemand Server Error Codes
Error
# Message Troubleshooting Comments Level

1000  Invalid user (SERVER_INVALID_USER) Check the user list in the Most of the error codesin 3
Server Administrator. Brio point back to per-

Verify the user ID and pass- MISSIONS, (0S or _DBMS)'
word environment, or file loca-
; _ tions. This is the case

If using database authenti- here.
cation, verify the user ID and
password in the underlying

RDBMS.

1001  Can not locate document Verify that the path pointing  This error occurs when 3
to the documents directoryis  the requested document
correct in the ODS.ini file. can not be found in the
You can access this setting specified Documents
through the ODS.ini file or directory.
through the Server Adminis-
trator.

1002  Invalid document name Look at the generated URL.  This error usually occurs 3

(SERVER_INVALID_DOCUMENT_NAME) Is it pointing to the correct when you do not use an
document? ODS-generated report list
If the document's URL is not 10 OPen a document.
generated by ODS, ensure
that the document refer-
enced by the URL is correct.
1003 Invalid database username or password Look at the account used to  Accounts can have very 3

(SERVER_INVALID_DATABASE_LOGON)

process the request (pro-
cessing connection or indi-
vidual user) and see if
anything has changed.

complex parameters,
(time lockouts, expira-
tions, individual table
rights).
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Table C-2 OnDemand Server Error Codes (Continued)
Error
# Message Troubleshooting Comments Level
1004  Unknown processing error Check the log file for This error typically occurs 2
(SERVER_UNKNOWN_PROCESS_ERROR) detailed information (for when your user password
example, a stack trace). changes or gets cor-
Check that your temporary rupted. This error also
disk space is not full. occurs when your query
returns no rows because
of an error (like you filled
up a file system). If there
are issues with connectiv-
ity, or db errors, it could
show up in the dbgprint
and display 1004 to the
user. This error usually
occurs on the client side.
1005  Invalid URL Path If your Web browser is con-  If this error still occurs 3
(SERVER_INVALID_URL_PATH) figured to use a proxy, check  after you verify the trou-
to be sure the Brio plug-inis  bleshooting information,
also using a proxy. the URL to the ODS may
Is the ODS machine up? no_t be defined correctly.
) This error usually appears
Is the daemon running on when the ODS document
the correct port? list is bypassed.
Is the DNS server running?
Can you ping the server?
Can you see the virtual direc-
tories from your browser?
1006  Unknown Web communication error Backup the configuration lor
(SERVER_UNKNOWN_WEB_ file and reinstall the Web 2

COMMUNICATION_ERROR)

server. (For Netscape Web
servers, back up the
obj.conf file.) If this error
occurs, it is more than
likely that something is
wrong with your Web
server. The database may
also be down. This error
usually occurs when pro-
cessing, and will be dis-
played to end users.
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Table C-2 OnDemand Server Error Codes (Continued)
Error
# Message Troubleshooting Comments Level

1007  Invalid access privilege Ensure that the URL to the This error only occurs if 3

(SERVER_INVALID_ACCESS_PRIVILEGE) ODS is defined correctly. the URL to ODS is
defined incorrectly and
the permissions to see
document were revoked
after the user received
the document list.

1008  Invalid administrator username or pass- Check your typing. The password sometimes 3
word Check the Spelling of the getS Corrupt .When User.S .
(SERVER_INVALID_ADMIN_USERNAME _ user name in the ODS.ini file. Manually edit the ODS.ini
PASSWORD) ' " file. It is a good idea to

Ensure that the e_ncrypted back up the ODS.ini file
password stored in the before doing a manual
ODS.ini file is not corrupt. edit.
Does your library path
include the path to your mid-
dleware libraries?

1009  Can not logon to the OnDemand Server Are you pathed to the mid- 2

database repository
(SERVER_CANT_CONNECT_TO_ADMIN_
REPOSITORY)

dleware library files?

Are things where you think
they are?

Does the Server Repository
tab contain the correct infor-
mation?

Is the repository database
running?
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Table C-2 OnDemand Server Error Codes (Continued)
Error
# Message Troubleshooting Comments Level
1010  HTTP Error (SERVER_HTTP_ERROR) m Check the Web server mime  This error occurs when 2

types. the client is denied

= \Verify that the host name access o the Web server.
resolves to the correct IP This error o_nIy oceurs on
address. the client _5|de and does

] not occur if the Web

= If you browser is set up to server is set up properly.
use a proxy server, be sure (See ODSError 1006.)
the plug-in is also using a
proxy server.

= [f you are using Microsoft's
Internet Information Server
(IS), verify that the
IUSR_[servername] exists as
a user account and that it
has permissions to access
the Brio Intelligence directo-
ries.

1011  Error while processing an ODS document = Restart the OnDemand It is extremely unlikely 1
or Exception error Server. you will ever see this
(SERVER_EXCEPTION_THROWN_IN_REC_ Ensure that the Brio plug-in ~ &TO" The error indicates
RESULTS) and ODS version numbers that the results returned

are in sync. are corrupted. If you do
) see this error, be sure to
= Ifyou are using Netscape let Brio know. The error
4.0 or above, m_ake surethat il probably generate
you use NSAPI instead of EXECPTION - null in the
CGI middleware. ODSManager.log or ODS-
Node.log files.
1012  Unknown error message = |f this error occurs on the If this error occurs on the 1

(SERVER_UNKNOWN_ERROR_MESSAGE)

server side, restart the
OnDemand Server.

client side, something is
wrong with the plug-in, or
there is a possible cor-
ruption in the BQY file. If
this error occurs on the
server side, something is
wrong with the communi-
cation between ODS and
the database repository.
(See ODSError 1011.)

C-5



Table C-2 OnDemand Server Error Codes (Continued)
Error
# Message Troubleshooting Comments Level

1013  Server cannot serialize request to file Check permissions on the 1
(SERVER_CANT_SERIALIZE_REQUEST_TO tmp file directory.

_FILE) Check to see whether the file
system is full.

1014  No database connection information Check to see if DNS is con- Itis possible to see this 2
(SERVER_NO_DB fused? error if you have process-
_CONNECTION_INFORMATION) Did your OCES get moved? ing permissions anq no

) processing connection is
Are the repository tables defined. The error usually
linking the docs to the right  indicates an administra-
OCEs? tion problem.
Do a query against the
repository tables. Are the
OCEs where the tables think
they are?
Did you do a re-install? If so,
ODS.pwd may not be valid.

1015 The Brio ODS server could not change Check rights at the DBMS 3
the password level. (You need at least
(SERVER_FAIL_TO_CHANGE_PASSWORD insert rights.) Are you doing
_ERROR) these the same as the user

who created the repository
tables?
Check your typing.

1016  The Brio ODS server had an error while Try to log into the database  This error indicates a 3
processing show values or show remarks as a different user using Brio  missing OCE or that you
(SERVER_WHILE_PROCESSING_SHOWRE Intelligence. do not have select privi-
MARKS_ERROR) leges to a specific table

or remarks database.
1017  BQ command script failed Clean up and bounce and This error typically indi- 3

(SERVER_BQ_COMMAND_FAILED _
ERROR)

then try to install a second
time.

cates a version issue in a
re-install.
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Table C-2 OnDemand Server Error Codes (Continued)

Error
# Message

Troubleshooting

Comments

Level

1018  Brio OnDemand Server is currently operat-
ing at peak level. Please try to connect
again later.

1019  ODS failed to execute the query
(SERVER_FAIL_TO_EXECUTE_A_QUERY)

For Oracle queries, turn off
Asynchronous processing in
the OCE.

Make sure the paths to all
Brio Intelligence components
are eight-dot-three in the
command-line for the
procfac and ODS manager.

Ensure Brio Intelligence pro-
cesses can start and run
from the command-line.

On UNIX, make sure to set
the DISPLAY variable cor-
rectly.

Ensure that the temporary
directories are not filled up.

Ensure that the Brio plug-in
and ODS version numbers
are in sync.

Ensure that the database did
not sever the connection.

You will usually receive
this error when you are
attempting to logon tot
he OnDemand server.
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Table C-2 OnDemand Server Error Codes (Continued)
Error
# Message Troubleshooting Comments Level
1020  ODS failed to load the document Ensure that the load is not If there is a firewall, and 2
(SERVER_FAIL_TO_DOWNLOAD _ too high on ODS. If the load  therefore a random port
DOCUMENT) is too high, try to load the number is not likely to be
document again. usable, the transfer by
Ensure that the URL defined  filé 0ption should be
to retrieve the document s used ( PassByDC
correct. St r eam unchecked) .
) The repository will serial-
Change the WebClient ize the file and transfer it
default conflguranor_l settings  gver the already open
to not pass data using socket the service broker
streams instead of files (see g using.
the comment to the right for
more information). Without a firewall, the
If using MS SQL Server 7.0, ~ Service broker can use a
change the owner name to MW Scket to transfer
the database user (usually ~files. When this is done
dbo) in the Server Repository ~ (PassByDC-
tab of the Brio Intelligence St r eamchecked), the
Server Administrator. This repository will open a
may be different from the ~ Socket for the service
login name you used when ~ Droker to use, and pass
performing the installation. ~ the socket address to the
service broker. This
address, or port number,
is generated by the 0OS
when an opensocket
made. There is no way to
control what the port
number will be. The file is
transferred through this
socket, as if from a read
file command.
Transferring by file has
the potential to do disk
writes, especially with
larger files. The file trans-
fer has been optimized
over several releases,
including memory buffer-
ing as much as possible.
While there may be some
impact using file transfer
over using streams, it
should not be too great.
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Table C-2 OnDemand Server Error Codes (Continued)
Error
# Message Troubleshooting Comments Level

1021  SERVER_FAIL_TO_EXECUTE_SCRIPT

1022  ODS failed to schedule a job m  Check permission to Broad- 3
(SERVER_SCHEDULER_ERROR) cast Server repository tables.

m Ensure that the ODS UID has
permissions to schedule on
BCS.

1023  ODS can't save result to a temporary = Check the disk space onthe  This error only occurson 2
file client machine. the client side. The most
(SERVER_CANT_SAVE_RESULT TO_FILE) likely cause is that users

ran out of disk space.

1024  Query is aborted A notification that the 3
(SERVER_QUERY_ABORTED) user cancelled a query.

1025  ODS failed to query a document list See ODSError 1016 2
(SERVER_FAIL_TO
_QUERY_DOCUMENT_LIST)

2000  Cannot communicate to process The ODS process cannot 2
(SERVER_CANT_COMMUNICATE communicate to the BQ
_TO_PROCESS) process. Possible version

mismatch on a re-install.
Watch for this when using
Manager/Node configu-
ration. If the Node is not
the same version as the
Manager you may get this
error. Will likely occur
during upgrades.

2001  Request is not found Message used during the 3
(SERVER_REQUEST_NOT_FOUND) development of ODS. You

will never see this mes-
sage.

2002  Unknown message is received See ODSError 1012. 1
(SERVER_UNKNOWN_MESSAGES)

2003 Interface is not recognized = Clean up between installa- Most likely a versioning 2
(SERVER_INTERFACE_NOT_FOUND) tions. issue between bq and

ODS. (See ODSError
1019.)
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Table C-2 OnDemand Server Error Codes (Continued)
Error
# Message Troubleshooting Comments Level

2004 Invalid access to document See ODSError 1007. 3
(SERVER_ILLEGAL_ACCESS_TO_

DOCUMENT)

2005  Cannot register document » Check permissions at the Probably an administra- 3
(SERVER_CANT_REGISTER_DOCUMENT) ODS level. tion problem.

m Ensure that your UID isin a
group that is allowed to reg-
ister documents to the
OnDemand Server (unless
PUBLIC has this right.)

2006  Request is still processing This error appears when 3
(SERVER_REQUEST_IS_PROCESSING) you hit the process

button multiple times.

2007  OnDemand Server is currently busy = Consider adding another This error appears when 3
(SERVER_IS_BUSY) node. there are too many con-

current users.

2008  Server process is currently Message used during the 3
in use by another thread development of ODS. You
(SERVER_IS_INUSE_BY_OTHER_THREADS) will never see this mes-

sage.

2009  Exception error See ODSError 1011. 1
(SERVER_EXCEPTION_IS_THROWN)

2010  Serveris notin sync Message used during the 3
with clients (unmatched data type) development of ODS. You
(SERVER_UNMATCHED_DATA_TYPE) will never see this mes-

sage.

2011  Server is not in sync with clients Message used during the 3
(invalid memory usage) development of ODS. You
(SERVER_ILLEGAL_MEMORY_ACCESS) will never see this mes-

sage.
2012  Server cannot connect to = Check port configuration. Substitute your Java 3

user authentication Java bean host
(SERVER_CANT_CONNECT_TO_
USER_AUTH_BEAN_HOST) =

m s the java bean still there?

Has the java bean been
touched recently?

= s the java bean listening
(netstat -a |grep 9999)

bean’s port number for
9999.
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Table C-2 OnDemand Server Error Codes (Continued)
Error
# Message Troubleshooting Comments Level
2013  New password is not confirmed m  Check your typing. Probably an administra- 3
(SERVER_NEW_PASSWORD = Ensure that you have insert tion problem.
_ISNT_CONFIRMED) permission to the repository
tables?
2014  Server is being shut down = Try again later. 3
(SERVER_MESSAGE_QUEUE_IS_CLOSED)
2015  Server cannot find Script file Message used during the 3
(SERVER_CANT_FIND_SCRIPT_FILE) development of ODS. You
will never see this mes-
sage.
2016  Server can not accept local authentication = As a temporary solution set  Accepting local authenti- 3
(SERVER_CANT_ACCEPT_LOCAL_AUTH) ODS_LOCAL_AUTH_ cation is not as secure as
ACCEPTED=false. This will not accepting local
allow acceptance of local authentication.
authentication.
2017  ODS server version mismatch with client: = Check your version server 3

y.y.y.y ODS expects client with version
x.x.Xx.x and above. Please check your

installation.

(SERVER_VERSION_MISMATCH)

and client version numbers.
Update the client.
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[] Note

[] Note

Custom JavaBean Authentication

The Custom JavaBean Authentication mode provides the opportunity to
integrate the OnDemand Server with your existing security systems. While
Brio does not provide supported JavaBean implementations, this appendix
presents a simple JavaBean as a sample of how to write the Java code, and
guides you through configuring your OnDemand Server to run in Custom
Authentication mode.

See “User Authentication” on page 1-21 for information on all of the
OnDemand Server authentication modes.

To implement a custom JavaBean authentication, an understanding of the Java Programming
language and the workings and administration of the Brio OnDemand Server is required.

In BrioOne, NT and LDAP custom authentication is handled through ONE/SERVICES. See the
Brio Portal Administration Guide for more information.

Use the custom JavaBean authentication mode in the following sample
situations:

= For accessing an LDAP directory to lookup user name/password
combinations

= For accessing the NT Domain Services security information
» For performing a logon to a mainframe to authenticate with RACF

= For reading user names and passwords from a local text file on the server

The sample JavaBean presented in this paper describes the last situation.
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Sample JavaBean

This fully functioning sample shows the basics of how to write a JavaBean to
perform OnDemand Server authentication. The sample file reads user
name/password pairs from a text file. The user name/password entered by the
user on the OnDemand Server login form is passed to this code, where the user
name is looked up to retrieve the password associated with that user. The
password from the lookup is compared to the password entered by the user.
This sample code supports case sensitive or case-insensitive comparisons of
the user-entered values.

Input Parameters

The password file contains the user name/password pairs that are passed to the
JavaBean by the value of the BQ USER_AUTH HOST_ NAMEentry in the
ODS.ini file. The entry in the INI file should be the full path and file names.
This file could be an automatic extract from your mainframe security system,
or it could simply be a list of names/passwords you manually edit. Either way,
be sure to enforce security privileges on this file. The user name the
OnDemand Server is running will require read access to the file — while you
will probably want to deny access to all other users.

The contents of the input file should be clear text only, no header lines or
footer lines. Use a simple list of user names and passwords, one pair per line,
separated by either a blank space or a tab character. User names and passwords
can not be all numeric or contain blank spaces:

Jim ceventura
Teri loislane
Kim catwomen
Tom topgun

The BQ_USER_AUTH _PORT_NUM entry in the ODS.ini file is used to
determine if the user name/password comparisons should be case sensitive or
not. A value of 1 means case insensitive, and any other value means case
sensitive. If running in case sensitive mode, a password in the input file of
“loislane” will not match the user entered password of “LoisLane”. Case
sensitivity is for both the user names and passwords.
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Configuring the Java Development Environment

While this sample was built with Microsoft J++ 6.0, it is 100% Java. The
JavaBean can be built using any Java development environment. Prior to
building the JavaBean, you must define the development project to include the
main OnDemand Server classes. This is done by including the ODSClasses.jar
file as part of your project classes. In Microsoft J++ 6.0, this is done by
selecting the Properties item on the Project menu, and moving to the
ClassPath tab. Add a new project-specific class, including the
...[server/classes/ODSClasses.jar file.

Consult your development environment documentation for details on how to
include an external class into your project.

Getting a Copy of the Sample

The Java source code and a compiled Java class file for this sample is available
on the Brio ftp server:

ftp://ftp.brio.com public/support/Scripts_and_sanpl es. If
you choose to extend this sample, start with the Java source code,

QDSLogi n. j ava (see below), and build your own JavaBean. The class file,
QDSLogi n. cl ass, may be used as is from the ftp site; just follow the
directions in this appendix on how to configure the OnDemand Server to use
it.

ODSLogin.java

/1 Brio Enterprise Server - OnDemand Server version 5.5.4
/1 User Authentication JavaBean Sanpl e

/1 copyright 1998, Brio Technol ogy, Inc.

/1 all rights reserved

/1 Sanpl e code provided ASIS.

package ODSLogi n;

i mport brio.server.*;
i mport j ava. beans. *;
i mport java.io.*;

i mport java.util.*;

public class ODSLogi n extends Sinpl eBeanlnfo
i mpl ements User Aut hentication, Visibility
{

private String m_host Nane = nul | ;
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private int m_port Num = 0;

private String m optionStringl = null;
private String m optionString2 = nul |l ;
private Hashtabl e usr_pwd = new Hasht abl e();

public void setHost Nane(String host Nane)

{
m_host Name = host Nane;
}
public void setPortNunm(int portNun
{
m_port Num = port Num
}
public void setOptionStr1(String optionStr)
{
m optionStringl = optionStr;
}
public void setOptionStr2(String optionStr)
{

m optionString2 = optionStr;

public void connect ()
t hrows Cant Connect ToHost Excepti on, Host Not FoundExcepti on

readPasswordFi l e();

}

publi c bool ean authenticate(String usr, String pwd)
t hrows Cant Connect ToHost Excepti on

{
try {
String h_pwd = null;
if (mportNum== 1) { // case in-sensitive node

usr = usr.tolLowerCase();
h_pwd = (String) usr_pwd. get(usr);
i f (h_pwd. equal sl gnoreCase( pwd))
return true;
el se
return fal se;

else { // case-sensitive node
h_pwd = (String) usr_pwd. get(usr);
i f (h_pwd. equal s(pwd))
return true;
el se
return fal se;

}

catch (Nul | Poi nter Exception e) {
return fal se;
}
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}

public void readPasswordFil e()

{
try {
File pwdfile = new Fi |l e(m_host Nane);
FilelnputStreaminFile = new Fil el nput Stream( pwdfile);
Buf f er edReader bufferln = new Buf f er edReader (new
| nput St reanReader (inFile));
St reanTokeni zer tokenln = new
St reamlokeni zer (bufferln);
if (mportNum== 1) // case-insensitive node
t okenl n. | ower CaseMode(true);
el se // case-sensitive node
t okenl n. | oner CaseMode(f al se);
String usr = null;
whi |l e (tokenln.next Token() != tokenln.TT_EOF) {
usr = tokenln. sval ;
i f (tokenln.next Token() != tokenln. TT_EOCF)
usr _pwd. put (usr, new String(tokenln.sval));
}
bufferln.close();
inFile.close();
Log. writeLine("*****Usernanes read fromexternal file:
".concat (I nteger.toString(usr_pwd.size())));

catch( |1 OException e){
Log. writeLine("*****| OExcepti on Reading the password

file");
}
}
publi ¢ bool ean avoi di ngGui ()
{
return true;
}
public void dont UseGui ()
{
}
publi c bool ean needsCGui ()
{
return fal se;
}
public void okToUseGui ()
{
}
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The interesting parts of the Java code are explained below
package ODSLogi n;

Defines the package name the class will be part of. This will also be the name of
the directory you create inside the .../server/classes directory.

i mport brio.server.*;

Imports other Java Classes into your code. There are four imported class files
specifically included in this project:

brio.server.* -- this is the main OnDemand Server classes which are part of the
ODSClasses.jar file.

java.beans.* -- the main JavaBeans classes.

java.io.* -- the Java file i/o routines

java.util.* --Java utility classes, this sample file makes use of a hash table,
which is part of the utility package.

public class ODSLogi n extends Sinpl eBeanlnfo

Defines the ODSLogin Class, which extends the simplebean class. This package
name will be the name of the sub-directory you create in the .../Server/Classes
directory of you OnDemand Server directory structure.

private String m_host Nane = nul | ;

The first of five lines that declare variables are used throughout the JavaBean.
The first four, m_hostName, m_portNum, m_optionStringl, and
m_optionString2 are used to hold the values passed into the JavaBean from the
calling program. (The two optionStrings are defined here even though their
values are not actually passed in version 6.2.x.) These values end up mapping
to the same values entered in the configuration dialog (or the ODS.ini file).
The fifth variable, usr_pwd, is defined as a Hashtable. This is a special data
structure for which Java has built-in support for. A hashtable is basically an
array of keys and associated values for the keys. In this sample, we will load
user names into the hashtable as the keys, with the passwords being set to the
value for the individual keys. The Java language includes support for easily
adding and looking up keys and values in a hashtable.

public void setHostNane(String host Nane)
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Defines the setHostName method, which is called by the OnDemand Server at
startup time to pass the entry from the BQ_USER_AUTH_HOST_NAME
entry in the ODS.ini file to the JavaBean. In this sample, the value passed in
will be the full path and file name of the text file containing the user names and
passwords.

public void setPortNun{int portNun

Defines the setPortNumber method, which is called by the OnDemand Server
at startup time to pass the entry from the BQ_USER_AUTH_PORT_NUM
entry in the ODS.ini file to the JavaBean. In this sample, the value passed in
will be a 0 or 1, indicating whether the user name and passwords should be
treated as case sensitive or not (0=case sensitive, 1=case insensitive).

public void setOptionStr1(String optionStr)

Defines the setOptionStrl method, which is called by the OnDemand Server at
startup time to pass the entry from the BQ_USER_AUTH_OPT _STR1entry in
the ODS.ini file to the JavaBean. This entry is not used in this sample file, but

the routine still needs to exist, as it will be called in the startup sequence.

public void setOptionStr2(String optionStr)

Defines the setOptionStr2 method, which is called by the OnDemand Server at
startup time to pass the entry from the BQ_USER_AUTH_OPT _STR2entry in
the ODS.ini file to the JavaBean. This entry is not used in this sample file, but

the routine still needs to exist, as it will be called in the startup sequence.

public void connect ()

Defines the connect method, which is called by the OnDemand Server at
startup time. This routine performs any initialization work the JavaBean
requires. While the method is named connect, it can be thought of as a generic
initialization routine. In this sample, we will be reading a list of user names and
passwords from a text file. The connect method, on line 53, simply calls the
method to read in the contents of the password file. This method is invoked
once, at the time the OnDemand Server startups.

public bool ean authenticate (String user, String pwd)
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Defines the authenticate method, which is called by the OnDemand Server
each time a user requests to be authenticated (by logging on or by selecting a
document). This is where the logic to perform the actual authentication is
performed. The OnDemand Server calls this method, passing it two string
variables — usr and pwd.

String h_pwd = nul |;

Defines a temporary variable, h_pwd, which will hold the value of the
password retrieved from the hashtable. This value will be compared to the
user-entered password to perform the authentication.
if (mportNum== 1) { // case in-sensitive node

usr = usr.tolLowerCase();

h_pwd = (String) usr_pwd. get(usr);

i f (h_pwd. equal sl gnoreCase( pwd))

return true,

el se
return fal se;

}

Defines the code to be executed when running in case insensitive mode. The
comparisons of user-entered values to the values saved in the hashtable will be
made without regard to upper/lowercase characters. The variable m_portNum
is used to identify whether case is to be an issue or not — a value of 1 means case
is not important.

usr = usr.tolLowerCase();

Converts the user-entered username to lowercase characters.

h_pwd = (String) usr_pwd. get(usr);

Sets the variable h_pwd to the value retrieved from the hashtable. The
command usr_pwd.get(usr) is the Java command to retrieve a value from a
hashtable — it automatically searches the hashtable for the named key (passed
to it via the usr variable), and returns the value associated with that key.

i f (h_pwd. equal sl gnoreCase( pwd))

Performs a case-insensitive comparison of the user-entered password to the
password just retrieved from the hash table.

return true,
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Returns true, meaning the user was authenticated to access the OnDemand
Server.

return fal se;

Returns false, meaning the user failed the authentication.

else { // case-sensitive node
h_pwd = (String) usr_pwd. get(usr);
i f (h_pwd. equal s(pwd))
return true;
el se
return fal se;

Defines the code to be executed when running in case-sensitive mode. The
comparisons of user-entered values to the value saved in the hashtable will be
made as is — with upper/lower case being significant.

h_pwd = (String) usr_pwd. get(usr);

Retrieves the value from the hashtable.

i f (h_pwd. equal s(pwd))

Performs a case-sensitive comparison of the user-entered password to the
password just retrieved from the hash table.

return true,

Returns true, meaning the user name and password entered by the user exactly
matched the values stored in the hashtable.

catch (Nul | Poi nt er Exception e) {

Defines the error handling for a NullPointerException. The lookup in the
hashtable for user name (lines 63 and 70) will throw this exception if the user-
entered user name does not exist in the hashtable. Catching this exception
allows the JavaBean to recover gracefully. In this sample, it returns a false,
meaning the user is not authenticated.

public void readPasswordFil e()
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Defines the readPasswordFile method. This is the code which physically reads
in the list of user names and passwords from a text file, loading them into a
hashtable for lookup by the authenticate routine. readPasswordFile is called
by the connect method.

File pwdfile = new Fil e(m_host Nane) ;

Defines the variable pwdfile as a handle to an operating system file — the
filename is the value passed to the JavaBean via the hostName variable.

FilelnputStreaminFile = new Fil el nput Stream( pwdfile);

Defines a FilelnputStream to read the contents of the file handle created in the
line above.

Buf f er edReader bufferln = new Buf f eredReader (new
| nput StreanReader (inFile));

Defines a BufferedReader to read the contents of the FileInputStream. Reading
from a BufferedReader is more efficient than reading lines one at a time from
the file. Java automatically handles the buffering of the file.

FilelnputStreaminFile = new Fil el nput Stream( pwdfile);

Defines a StreamTokenizer to read from the buffer. A tokenizer reads from the
input file a word at a time. This allows the program to simply read complete
words rather than reading individual characters into an array. This tokenizer is
what the user names and passwords will be read from.

if (mportNum== 1) // case-insensitive node
t okenl n. | ower CaseMode(true);

If running in case-insensitive mode, as determined by the m_portNum value,
the tokenizer has the lowerCaseMode set to true. This setting instructs the
tokenizer to convert the words it reads to lowercase as they are read.

t okenl n. | oner CaseMode(f al se);

If running in case-sensitive mode, the lowerCaseMode for the tokenizer is set
to false, which leaves the words read from the file in the original case as they
appear in the file.
whi | e (tokenln.next Token() != tokenln.TT_EOF) {

usr = tokenln. sval ;

i f (tokenln.next Token() != tokenln. TT_ECF)
usr_pwd. put (usr, new String(tokenln.sval));
}
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Defines a while loop, which goes through the input file reading the user
name/password pairs. The tokenIn.nextToken() call reads the next word from
the input file. If the end-of-file is reached, the attribute tokenIn.TT_EOF is
enabled. The loop continues until the TT_EOF is reached.

usr = tokenln. sval ;

Sets the variable usr equal to the value read in from the token, which is
available in tokenln.sval.

i f (tokenln.next Token() != tokenln. TT_ECF)

Reads the next word from the input file. The format of the file must be user
name <space> password. Performs a check to TT_EOF to be sure a value was
correctly read.

usr _pwd. put (usr, new String(tokenln.sval));

This line adds the user name and password to the hashtable. The variable usr,
read from line 95, is set as the key for the hashtable, and the just read
password, available in tokenln.sval, is set as the value for that key. The
user_pwd.put(...) command makes the actual entry to the hashtable.

buf ferin.close()

Closes the BufferedReader.

i nFile.close()

Closes the FileInputStream.
Log.writelLine("*****Usernanes read fromexternal file:
".concat (I nteger.toString(usr_pwd.size())));

Writes a message to the OnDemand Server log file indicating how many user
names were read from the file. This is just for informational purposes.

cat ch(1 OException e){

Defines a catch for the error IOException. This is a generic error thrown when
reading from the input file.

Log.writelLine("*****| CExcepti on Readi ng the password file");
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Writes a message to the OnDemand Server log file indicating an error occurred
reading the password file. More detailed error handling to identify the precise
io problem could be added if problems are encountered.

public bool ean avoi di ngGui ()

The methods avoidingGui(), dontUseGui(), needsGui(), and okToUseGui()
are required by the Java.Beans class to be defined in the code, but don’t need to
be filled out — they just need to exist.

Configuring the OnDemand Server

There are two steps to configuring the OnDemand Server to use the Custom
method of authentication:

= Write the JavaBean as directed earlier in this appendix.

= Change the ODS.ini file by using either the Server Administrator or
manually editing the file, and by making changes to the Windows NT
Registry or the Unix OnDemand Server startup scripts.

Server Administrator

Brio recommends that you use the Server Administrator to make changes to
the ODS.ini file. The Server Administrator dialogs limits the Class Name and
Host Name fields to 30 characters. When the Class or the Host Name entry is
longer than 30 characters, you will need to make the entries manually to the
ODS.ini file.
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To use the Server Administrator to change the INI file for Custom
Authentication:

Go to the Authentication tab of the Modify Server dialog (accessed by double-clicking
the OnDemand Server name in the tree list) and select the Custom Method radio button
in the Authenticate Users With group box.

The User Authentication Bean group box appears.
Mogdity |

Server ] Settings ] Authentication I Diirectories ] Server Repository ]
Authenticate User With

(" OnDemand Server Repository

" Database Login

* Customn Method [User-Defined Java Bean]

™ &llow users nat listed in the user list aceess to the PUBLIC group

Configure Uzers. .. |

i~ User Authertication Bear:

Class Mame: I

Host Mame: I

Part Mumnber: IEEDD

Option String 1: I

Option String 2: I

QK I Cancel Help

Fill in the required field, Class Name.

This is the name of the class file that contains your JavaBean, without the .class
extension. Prepend the package name (the subdirectory your class file is placed
in) to the class name.

In the example above, a file named ODSLogi n. cl ass contains the JavaBean,
and is located in a directory named ODSLogi n inside the

.. Server/ Cl asses directory, so the entry is the

package_nane. cl ass_nane, or GDSLogi n. ODSLogi n. See “JavaBean
Class File Location” on page D-17 for more details.

Fill in the required field, Host Name. This is used to pass a character value to the
JavaBean.

While the field is named Host Name, you can use this field to enter any value
you wish.

Configuring the OnDemand Server ~ D-13



One common function may be to connect to a service on another machine in
the network to perform the authentication task. In this scenario, the host name
of the machine to connect to would be needed by the JavaBean. For this
reason, the field is named Host Name — although the receiving JavaBean can
use the value for any purpose you choose. The value is simply passed to the
JavaBean in an argument named Host Name.

An entry is required for this field — if you are not using it to pass an argument
to the JavaBean, simply enter the name of the machine the OnDemand Server
is running on.

Fill in the required field, Port Number. This is used to pass an integer value to the
JavaBean.

The field is named Port Number because this field is commonly used to pass
the JavaBean the TCP/IP port number on the remote machine.

This entry can be used to pass any integer value you wish to the JavaBean (the
other entries all pass character strings).

An entry is required for this field — if you are not using it to pass an argument
to the JavaBean, simply enter any integer number you choose (i.e. 0 or 1 work
fine).

Option String 1 and Option String 2 are not used in OnDemand Server 6.2.x.
They will be enabled in a future version.

ODS.ini File

The ODS.ini file holds the JavaBean configuration information entered on the
Authentication tab of the Server Administrator. These configuration entries
should be entered using the Server Administrator except when the Class Name
or the Host Name entry is more than 30 characters. If the combination of
package name.class_name is longer than 30 characters, you will need to make
the entry manually to the ODS.ini file, as the user interface will not allow you
to enter longer strings. If you are using the Host Name field to pass a string
longer than 30 characters, you must also manually edit the ODS.ini file.

In the sample JavaBean described earlier in this document, we are passing a
path and file name to a file containing the list of user names and passwords —
since this path is longer than 30 characters, this entry would have to be
manually entered into the .ini file. If you do enter more than 30 characters in
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the .ini file, when you use the Server Administrator tool it will reset the value
to a null entry and prompt you to enter a new value, which must be less than
30 characters again.

Due to this 30-character limit it is recommended you keep the name of your
JavaBean package relatively short, so the combination of
packagename.classname is 30 characters or less.

Sample ODS.ini

BQ_LANGUAGE=en

BQ_MAXI MUM_PROCESS=50

BQ ADM N_TABLE_OWNER=bri o

BQ _USER_AUTH_MODE=3

BQ _USER_AUTH_CLASS NAME=0DSLogi n. ODSLogi n

BQ USER AUTH HOST_NAME=c:\Program Fil es\Brio\Bri o Enterprise
Server\ Server\ pwd. t xt

BQ _USER_AUTH_PORT_NUME1

BQ USER AUTH_OPT_STR1=

BQ USER AUTH_OPT_STR2=

BQ_OCE_DI RECTORY=C: \ Program Fil es\Brio\Bri o Enterprise
Server\ Program Open Cat al og Ext ensi ons

BQ EXEC PATH=C:\ Program Fil es\Bri o\ Bri o Enterprise
Server\ Program Bri ogry. exe

BQ _ADM N_USERNAME=syst em

BQ ADM N_OCE=odsr epository. oce

BQ _LOG DI RECTORY=C: \ Program Fil es\Brio\Bri o Enterprise
Ser ver\ Ser ver

BQ KEEP_TEMP_FI LES=f al se

BQ_PORT_NUM=5500

BQ _ADM N_PASSWORD=_..e@Ur ; AV¥/>VY" wi

BQ PUBLI C_FOLDER READ_PERM SSI ON=t r ue

BQ_MAXI MUM_PROCESSI NG_MEMORY=1000

BQ START_LOG=f al se

BQ_DOCUMENT_DI RECTORY=C: \ Program Fi |l es\Bri o\ Bri o Enterprise
Server\ Progr am Docunent s

BQ TEMP_DI RECTORY=C: \ Program Fi |l es\Bri o\ Brio Enterprise
Server\ Server\ Wr ki ng

BQ TOTAL_PRESPAWNED PROCESS=0

Explanation of the code:

BQ USER_AUTH_MODE=3

BQ USER_AUTH_CLASS NAME=0ODSLogi n. ODSLogi n

BQ USER AUTH HOST_NAME=c:\Program Fil es\Brio\Brio Enterprise
Server\ Server\ pwd. t xt

BQ _USER_AUTH_PORT_NUME1

BQ USER AUTH _OPT_STR1=

BQ USER AUTH OPT_STR2=

The above lines comprise the JavaBean configuration information.
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BQ USER AUTH_MODE=3

Instructs the OnDemand Server to use the custom JavaBean for authentication
(0=0OnDemand Server repository authentication; 1=Database login
authentication; 3=JavaBean authentication).

BQ USER AUTH_CLASS NAME=ODSLogi n. ODSLogi n

BQ USER AUTH HOST_NAME=c:\Program Fil es\Brio\Bri o Enterprise
Server\ Server\ pwd. t xt

BQ USER AUTH_PORT_NUME1

BQ USER AUTH OPT STRI1=

BQ USER AUTH OPT_STR2=

Maps directly to the six edit boxes on the Authentication tab of the Server
Administrator.
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JavaBean Class File Location

The JavaBean you create is compiled to a Java class file. This class file is made
available to the OnDemand Server by placing it in a subdirectory inside the
OnDemand Server’s .../ Ser ver/ Cl asses directory. Itisimportant to
name the directory the same name as the package name you have specified in
your JavaBean.

In a nutshell, the JavaBean will have a statement defining the package name,
and will be saved into a . cl ass file named your _package_nane. cl ass.
The directory you create inside the ../ ser ver/ cl asses directory must be
the same as this package name. In the sample file, we create a package named
ODSLogin, which compiles to a file named ODSLogi n. cl ass. This class file
should be placed in the subdirectory ... server/ cl asses/ ODSLogi n.

Registry Changes (Windows NT)

The Windows NT registry must be manually modified to identify the directory
containing the OnDemand Server Class files. Modify the registry to add the
path to the / server/ cl asses directory (without specifying the sub-
directory your actual JavaBean is located in). This addition is made in the

cl asspat h (—cp) argument that passes, to the JRE, the name of the file and
directory locations of the Java classes the application uses. The additions to
make are to the cndl i ne and Pr ocFact OndLi ne values under the registry
key:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Bri o Technol ogy\ Bri o Enterpri se
Server\ OnDemand Server

Add the bolded text below, which is a semi-colon after the ODSCl asses. j ar
followed by the full directory path to the OnDemand Server classes directory.

Cnmdl i ne

C:\ PROGRA~1\ JavaSof t\JRE\ 1. 1\ bin\jre -cp

C: \ PROGRA~1\ Bri o\ BRI OEN~1\ Ser ver\ Cl asses\ ODSCl asses. j ar; C:\ PROG
RA~1\ Bri o\ BRI OEN~1\ Server\ Cl asses brio.server. Server Mai n
"C:\Program Fi l es\Brio\Brio Enterprise Server\Server" 1

ProcFact OndLi ne

"C:\Program Fil es\Brio\Brio Enterprise

Server\ Program odsprocfac. exe" courier 5500

C: \ PROGRA~1\ JavaSof t\JRE\ 1. 1\ bin\jre -cp

C: \ PROGRA~1\ Bri o\ BRI OEN~1\ Ser ver\ Cl asses\ ODSCl asses. j ar; C:\ PROG
RA~1\ Bri o\ BRI OEN~1\ Server\ Cl asses "C:\Program Files\Bri o\ Bri o
Ent erpri se Server\ Server" 0
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ODS.START Shell Script changes (UNIX)

The Unix script to start the OnDemand Server must be manually modified to
identify the directory containing the OnDemand Server Class files. Modify the
startup script to add the path to the /server/classes directory (without
specifying the sub-directory your actual JavaBean is located in). This addition
is made in the classpath (-cp) argument that passes, to the JRE, the name of the
file and directory locations of the Java classes the application uses.

The additions to make are in the script file ods. st art . Add the bolded text
below, which is a colon (not a semi-colon like Windows NT uses) after the
ODSd asses. j ar followed by the full directory path to the OnDemand
Server classes directory.
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ods. start
#!/ bin/sh
# This script is automatically generated during product install.
# This script is configured for Sol aris.
if [ "$LD LI BRARY_PATH' 1= "" ]
t hen
LD LI BRARY_PATH=${ LD LI BRARY_PATH}: /courier/brio/ods/lib
el se
LD LI BRARY PATH=/courier/brio/ods/lib
fi

if [ ${DISPLAY}. = . ] ;then
echo DI SPLAY vari abl e needs to be set
exit 1

fi

export LD LI BRARY_PATH

BRI O LDPATH=$LD_LI| BRARY_PATH

export BRI O LDPATH

Ul DPATH=/ couri er/bri o/ ods/ bi n/ %J; export Ul DPATH
/courier/briolods/server/jrel.1.6/bin/jre -cp

[ courier/briolods/server/cl asses/ ODSCl asses.jar:/courier/brio/o
ds/ server/cl asses brio. server. ServerMin
/courier/briolods/server 1 &

sleep 5

exec /courier/briolods/server/odsprocfac courier 5500
/courier/briolods/server/jrel.1.6/bin/jre -cp

[ courier/briolods/server/cl asses/ ODSCl asses.jar:/courier/brio/o
ds/ server/cl asses /courier/briol/ods/server 0 &

Summary

This appendix presents a working sample JavaBean for the OnDemand server custom
JavaBean authentication mode, and how to configure the OnDemand Server to use
the JavaBean for authentication. By coding your own JavaBean, you will be able to
integrate programmatically with your existing security solution.

It is hoped this sample program will be just a starting point for custom solutions
developed by Brio customers and partners. As you implement solutions of your own,
please share the ideas and, where possible, the actual Java code you have written
with Brio and our other customers.
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Glossary

Adaptive reporting A security mechanism that
authorizes users for limited, extensive, or no access
to reports, depending upon their role in the
company and the nature of the data.

Brio Intelligence Server A Server that works on
behalf of the user to deliver reports either when
scheduled or when requested. Its two main
components are the Broadcast Server and the
OnDemand Server.

Brio Intelligence Server Administrator A
configuration and administration tool used to
configure and administer both the Broadcast Server
and the OnDemand Server.

Broadcast Server A server that distributes
scheduled reports through email, the Web, FTP,
internet file servers, or printers.

cluster A Manager and one or more nodes.
failover Restarting a request that failed.

heap size A common pool of free memory a
program can use.

load balancing Routing requests across nodes.

OCE files Open Catalog Extension files contain all
the information necessary to logon to a specific
configuration of database and connection API
software.

OnDemand Server A Web-based application that
allows users to select documents from a list of
available documents.

replication Copying BQY documents and OCE’s
across nodes.
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event triggers, 2-16
output directories for a group, 2-11
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BC Listener, 1-3
BCServer, 1-3
binding, 5-8
BQ daemon, 1-13 -1-14
Brio Daemon, 1-3
Brio Enterprise Server
components, 1-2
defined, 1-1
Brio Enterprise Server Administrator, 2-2
Brio repository tables, excluding, 5-6
Brio.Enterprise
INI files, A-2
Windows Registry entries, A-1
Brio.Portal integration with ODS, 1-8, 1-15
BrioONE
communications protocol, 1-17
defined, 1-15
deployment, 3-2
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logon page, 1-21
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user interface, 1-8



users, 3-8

BRIOSBL table, adding, B-2
BRIOVLMT table, B-2
Broadcast Server

administrative tasks
add FTP directories, 2-11
add processing connections, 2-5, 2-7
assign users, 2-5
create custom calendars, 2-6, 2-14
create database connections, 2-5, 2-7
create event triggers, 2-6
create user groups, 2-5
monitor job lists, 2-6
specify output directories, 2-5
specify output printers, 2-5, 2-13
components
BC Listener, 1-3
BCServer, 1-3
Brio Daemon, 1-3
Database Repository, 1-3
list, 1-3
configuration tasks
add processing connections, 2-4
create job repository tables, 2-4
set date formats, 2-3
set email options, 2-3
set file locations, 2-3
set service settings, 2-3
set transfer settings, 2-4
custom calendars, 2-14
database tables, B-2
defined, 1-2
group types
administrators group, 2-8
custom groups, 2-9
public group, 2-9
job repository schema, B-3
job.log file, 2-25
monitoring job lists, 2-21

output
directories, 2-11
FTP directories, 2-11
printers, 2-13

tables, B-2

C

cache, 3-23
calendars
custom, 2-14
fiscal, 2-14
internal, 2-14
organizational, 2-14
CGl, 1-9, 3-28
See also Web broker
Changed Pointers, 4-11
Charateristics of the Sample HTML Files, 4-7
Common Gateway Interface, See CGI
communications module, See Web broker
compress documents, 1-23
configuration, 1-1
configuring the Brio Enterprise Server, 1-15
configuring the Java development environment
defined, D-3
Microsoft J++ 6.0, D-3
configuring the OnDemand Server
defined, D-12
Server Administrator, D-12
connection software, selecting, 5-4
connections
adding, 2-7
creating connection (OCE) files, 5-1
polling, 5-2
processing, 2-7, 5-2
processing, adding, 3-6
repository, 5-2
creating
BRIO_CAL table, B-10
custom calendars, 2-14

2
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custom groups, 2-9
event triggers, 2-16
job repository tables, 2-4
user groups, 2-9
custom
creating custom calendars, 2-14
creating custom groups, 2-9
Customizing the HTML Pages
HTML Files with ODS Tags, 4-14
HTML Files Without ODS Tags, 4-15
HTML Pages Installed with OnDemand Server,
4-13
location of HTML pages, 4-13

D

data models
BRIOCAT? table, B-12
BRIOOBJ2 table, B-13
registering, 3-11
removing from repository, 3-14
data retrieval method, choosing, 5-7
database
allowing change at logon, 5-7
authentication, 3-10
connectivity API, 1-15
security and user groups, 2-8
server authentication, 1-21
tables, ?? — B-15
Database Connection Wizard, 5-4
defined, 3-6
Database Repository, 1-3
dates
matching server default settings, 5-9
retaining formats, 5-8
setting formats, 2-3
variable date limits, 2-14
default
directories, BRIOPATH table, B-8
groups, 2-8

deleting see removing
directories
default, BRIOPATH table, B-8
picklist, assigning to, 2-11
setting up for a group, 2-11
disabling
asynchronous processing, 5-9
transaction mode, 5-9
Zero Administration, 4-12
documents
BRIOBRG2 table, B-14
BRIOSOBJ table, B-6
compress, 1-23
defined in ODS, 1-11
registering, 3-11
removing from registry, 3-14
retrieval, 1-22
source drive, 3-12

dynamic HTML pages, See HTML files with ODS
tags, 4-13

E

email options, 2-3
error codes,OnDemand Server, C-1
event triggers

BRIOEVNT table, B-9

creating, 2-16

F

failover, 1-18
failure
job fails to complete, 2-21
server fails to connect and poll, 2-18
file
setting locations, 2-3
system privileges for intranet publishing, 2-11
system read/write, 1-16
filters, applying, 5-6, 5-11

Index
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fiscal calendars, 2-14
format, server date, 5-10

G

group privileges, 3-9

groups
adding output directories, 2-11
creating user groups, 2-9
default, 2-8
limited access privileges, 2-9
public, 2-9
repository, BRIOBRG2 table, B-14
single member group, 2-9
user privileges, 2-8

H

HKEY_CURRENT_USER, A-1
HTML files
OnDemand Server directory, 4-1
with ODS Tags
defined, 1-13
without ODS tags
defined, 1-6
description of files, 4-16
location, 1-6
Zero Administration, 1-6
HTTP, 1-15-1-16
HTTPS, 1-15-1-16

identifiers, using quoted, 5-7
implementations, Brio Enterprise Server, 1-15
INI files, A-1

ODS.ini file, 3-19
ODSCGL.ini, 3-26
INI to Windows Registry key mappings, A-2
Insight
adaptive reporting, 1-18
defined, 1-18
installing with Zero Administration, 4-21
scheduling a job, 1-24
internal calendars, 2-14
Internet Server API, See ISAPI
intranet, publishing to an intranet server, 2-11
ISAPI, 1-9
See also Web broker
defined, 1-6

J

Java components, 1-4
Java Runtime Environment (JRE), 1-4, 1-11
Java server application, 1-12
JavaBean
a sample, D-2
authentication, 1-21, 3-7
class file location defined, D-17
copy of sample code, D-3
potential applications
accessing LDAP directory, D-1
accessing NT domain services, D-1
performing logon to mainframe, D-1
reading usernames passwords, D-1

registry changes (Windows NT), making
additions, D-17
sample code
case insensitive mode, D-8
case-sensitive mode, D-9

4 Index



closes FilelnputStream, D-11
closing BufferedReader, D-11
converting user-entered username, D-8
declaring variables, D-6
defines readPasswordFile method, D-10
defining authenticate method, D-8
defining BufferedReader, D-10
defining catch for error I0Exception, D-11
defining connect method, D-7
defining error handling, D-9
defining FilelnputStream, D-10
defining ODSLogin class, D-6
defining package name, D-6
defining setHostName method, D-7
defining setOptionStrl method, D-7
defining setOptionStr2 method, D-7
defining setPortNumber method, D-7
defining StreamTokenizer, D-10
defining temporary variable, D-8
defining variable pwdfile, D-10
defining while loop, D-11
importing Java classes, D-6
ODSLogin.java, D-3
performing case-insensitive comparison, D-8
performing case-sensitive comparison, D-9
retrieving hashtable value, D-9
setting variable h_pwd, D-8
writing message to OnDemand Server log file,
D-11
shell script changes (UNIX), D-18
Javabean
configuring the OnDemand Server ODS.ini file,
D-14
jobs
monitoring job lists, 2-21
repository schema, B-3
repository tables
creating, 2-4
defined, B-3
JRE, OnDemand Server Manager, 1-10

K
keys, Registry, A-1

L

limits, variable date, 2-14

lists, monitoring job lists, 2-21

Load Balancing, 3-23

load balancing, 1-18
local node machine enties, 3-25
manager machine entries, 3-25
round-robin, 1-18

load testing, 3-30

log files, 3-27
audit log file, 3-28
back-up log files, 3-28
ODSManager.log, 3-27
ODSNode.log, 3-27
process factory, 3-27

logon
changing the database connection, 5-7
viewing the logon page, 1-20

M

mapping INI values to Windows Registry keys, A-2
master JRE, OnDemand Server, 1-10
maximum, groups to which a user is assigned, 2-9
memory, 2-4
Metadata Connection Wizard, 5-5
migrating, plug-ins, 4-25
MIME type, 1-22
modify server date formats, 5-9
multiple
Broadcast Server groups, user assigned to, 2-9
processing connections, 2-7

N
Netscape Server API, See NSAPI
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node
BQ daemon components, 1-14
HTML files with ODS Tags, 1-14
process factory components, 1-14
non-joined queries, allowing, 5-6
NSAPI, See Web broker
NT Service
automatic startup type, 2-17
starting, 2-17 — 2-18
starting ODS, 3-14

0

OCE
adding processing connections, 2-7, 3-6
components, 1-12
creating, 5-3
Database Connection Wizard, 5-4
default directory for, 5-2
definition of, 1-11
saving without user name, 5-7
ODBC Logon dialog box, 5-5
ODS tags
HTML files with ODS tags, 4-14
HTML files without ODS tags, 4-15
ODS, See OnDemand Server
OnDemand Server
administration tasks
access your OnDemand Server, 3-5
add folders, 3-5
add processing connections, 3-5 — 3-6
assign group privileges, 3-5
authorize users, 3-5

register documents and repository models, 3-5

authentication, 1-21, 3-7, 3-10
communication, 1-15 - 1-16
components, 1-4, 1-20
configuration tasks

add a new server, 3-3

add directories, 3-4

configure basic settings, 3-3
create repository tables, 3-3
define a connection to ODS, 3-3
define a repository connection, 3-3
select an authentication mode, 3-4
set load balancing, 3-3
store server repository information, 3-4
database authentication, 3-8
described, 1-4
error codes, C-1
group privileges, 3-9
how it communicates, 1-15
HTML directory, 4-1
JRE, master, 1-10
NT Service
defined, 1-11
starting, 3-14
ODS Manager
components, 1-11
defined, 1-10
documents, 1-11
location, 1-5
NT Service, 1-11
Open catalog extensions, 1-11
port number, 1-10
UNIX shell script, 1-11
ODS Node
components, 1-14
defined, 1-12
location, 1-5
ODS Process Factory, 1-13, 4-16
port number, 1-10
ODS.ini file
Clearing the Node’s Cache, 3-23
defined, D-14
local node machine entries, 3-25
manager machine entries, 3-25
sample file, D-15
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ODS.START shell script changes (UNI1X) defined,
D-18
ODSCGL.ini file, 3-26
performance, 3-30
process factory, 1-10 — 1-11, 1-14
registering documents and repository models,
3-11
repository, 1-5
tables, See tables, OnDemand Server
troubleshooting, C-1
Web broker
location, 1-5
Web site, 4-1
Open Catalog Extensions, See OCE
organizational calendars, 2-14
output
actions, B-7
assigning directories, 2-11
assigning printers, 2-13

P

packet size setting, 5-8
picklist
directories, assigning, 2-11
printers, assigning, 2-13
Platform Specific Archiving Software, 4-26
plug-ins
migrating, 4-25
plugins
upgrading, 4-24
polling connections, 2-4, 5-2
BRIOOCE table, B-7
printers
BRIOPRN table, B-8
picklist, 2-13
privileges, 1-18
administrators group, 2-8
authentication, BRIOUSR2 table, B-13
intranet publishing, 2-11

record of, B-6
user authentication, 4-1
user groups, 2-8
process factory, 1-10 — 1-11, 1-14
process multiplier, 3-30
process to database table, B-2
BRIOSTBL table, B-9
processing connections
adding, 2-7, 3-6
BRIOOCE table, B-7
defined, 5-2
multiple, 2-7
public group, 2-9

Q

queries, allowing non-joined, 5-6
Quickview
adaptive reporting, 1-18
defined, 1-18
installing with Zero Administration, 4-21
scheduling a job, 1-24

R

reference, database tables, ?? — B-15
registering documents

data models, 3-11

processing connections, 3-14

source drive, 3-12
registry changes (Windows NT)

defined, D-17

modifying registry, D-17
Registry entries, A-1
Registry keys, INI file names and, A-1
Registry values, INI file mappings and, A-2
removing documents and data models, 3-14
report, selecting a report to retrieve, 1-22
repository

BRIOGRP? table, B-14
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connections, 5-2
job See job repository
resolving dates using a custom calendar, 2-14
retrieving documents, 1-22
round-robin, 1-18
Row Level Security
defined, 1-18
Tables, B-15

S

scheduled job information, B-4
scheduled queries, 1-3
scheduling
event-driven, 2-15
jobs, BRIO_CAL table, B-10
schema
job repository, B-3
Security
Adaptive Reporting, 1-17
Row Level, 1-18, B-15
server
fails to connect and poll, 2-18
system account, 2-17
server dates
definition of, 5-9
field definitions for, 5-11
formats, 5-9
service settings, 2-3
setup, output directories for a group, 2-11
single member group, 2-9
sockets, 1-15 — 1-16
source drive, registering documents, 3-12
specifying, event triggers, 2-16
SQL
SQL-92 advanced set operations, 5-6
using to get table catalog, 5-6
starting,ODS NT service, 3-14
startup type, automatic, 2-17

static HTML pages, See HTML files without ODS
tags, 4-13

Storage Techniques for Web Clients, 4-26

system account, logging onto the server, 2-17

1

tables
Broadcast Server tables, B-2
database, ?? - B-15
filter, 5-12
job repository tables
BRIO_CAL table, B-10
BRIOACTN table, B-7
BRIOAUSR table, B-6
BRIOEVNT table, B-9
BRIOJOBS table, B-4
BRIOOCE table, B-7
BRIOPATH table, B-8
BRIOPRN table, B-8
BRIOSERV table, B-10
BRIOSOBI table, B-6
BRIOSTBL table, B-9
OnDemand Server, B-11
OnDemand Server tables
BRIOBRG2 table, B-14
BRIOCAT?2 table, B-12
BRIODMQ?2 table, B-15
BRIOGRP?2 table, B-14
BRIOOBJ2 table, B-13
BRIOOCE?2 table, B-13
BRIOSVR2 table, B-15
BRIOUSR?2 table, B-13
TCP, 1-19
TCP/IP sockets, 1-15, 1-19
APl over, 1-16
sockets, 1-17
technical support, 5-2
time limit, setting, 5-7
transaction mode, disabling, 5-9
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transfer settings, 2-4 Z

troubleshooting,OnDemand Server, C-1 Zero Administration

installers, 1-7, 1-9

U plug-ins, 4-21
unique privileges for a user, 2-9 processing
UNIX shell script, 1-11 — 1-12 client, 4-22
upgrade, Zero Administration, 4-24 server, 4-22
upgrading specifications, 4-27
plugins, 4-24 upgrades, 4-24
user authentication, 1-21, 3-7 zeroadmin. js file, 4-23 — 4-24
user groups, database security, 2-8
users

assigning to a group, 2-10
authentication, Web site, 4-1
requiring unique privileges, 2-9

Vv

values, registry, A-2
variable date limits, 2-14

W

Web broker

defined, 1-6, 1-9

generic, 1-6

location, 1-5

native, 1-6
Web server

anonymous access, 4-22

Zero Administration, 4-21
Web server components

Web broker, 1-9

Zero Administration Web client installers, 1-9
Web site, OnDemand Server, 4-1
Windows NT, automatic startup type, 2-17
Windows Registry, A-1
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